IT Security - Protecting your Windows device

This guide covers some of the basic steps you can take to begin to secure your personal Windows PC.
University network drives are backed up by IT Services, and staff and classroom PCs receive automatic
updates to software and anti-virus products. If you have any queries about a staff or classroom PC please
contact the IT Service Desk.
Note: This guide is based on Windows 10. Previous versions of Windows are no longer supported or secure.

Tips
Have a backup
You should always have an up to date backup of important files, as data can be lost through hardware
failure, theft of a PC or a virus infection. A backup means that your files are stored in two separate places.
For example on your PC and on an external USB drive.
Windows 10
•

Start > Settings > Update & Security > Backup > Click the + to add a drive

Your University H: drive
Every student and staff member has access to their own H: drive storage space. It is fast, reliable, secure,
and backed up nightly. Backups are retained for 30 days, but we may be able to restore previous versions of
files that you accidentally modified or deleted, or that were otherwise damaged going back two months.
Information about your H: drive is available in Toolkit 1 – just search for H drive.

Run an anti-virus program
There are a large number of viruses that target the Windows operating system. Make sure you have
installed an up to date anti-virus product to protect your device. You should only run one anti-virus product
as multiple products can interfere with each other.
Free anti-virus products
There are a number of free anti-virus products that are as good as paid versions. Microsoft Security 2 is
already installed on Windows 10 and is called Windows Defender.
View Window Defender options on Windows 10
•

Click Start > Settings > Update & Security > Windows Security > Virus & threat protection

Run anti-malware
You can use an anti-malware product in conjunction with anti-virus.
Free anti-malware products
One such program that is free for personal PCs is Malwarebyte’s Anti-Malware 3 (MBAM). The free version
does not run continuously in the background but rather on demand when you run a scan manually.
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It would be worth updating and running a quick scan of your PC using MBAM if you experience strange
behaviour on your PC or believe it may be infected.

Turn on the firewall
A firewall is a barrier that sits between your PC and the internet, stopping unauthorised traffic.
Windows 10
•

Click Start > type in Windows Firewall > Make sure the firewall is set to on for each network type

or
•

Click Start > Settings > Update & Security > Windows Security > Firewall &network protection

Never turn off the firewall to allow a program to work. Add an exception for any program that needs to
communicate through the firewall instead.

Logon password
Rather than launching straight into the desktop, you should have a logon password to protect your device
in the event it is lost or stolen.
Windows 10
•

Start > Settings > Accounts > Sign-in options > Under password click Change > Choose a password

Use complex and unique passwords
It is a good idea to use complex passwords and have a unique password per website. You can use a
personal password manager to help you.
Password managers are available, such as KeePass, LastPass and 1Password. Some are free and some may
have a small annual charge.

Physical security
Virtually all laptops have a Kensington lock slot on them to allow them to be secured. If you use your laptop
in specific places for long periods of time, consider using a Kensington lock to secure it in place.
Wrap a Kensington lock around a fixed object such as a radiator to help prevent your laptop being
snatched. While you are carrying a laptop with you, be aware of it at all times. If it has to be left
unattended, ensure it is in a locked location.

Update Microsoft software
Every month Microsoft releases software updates to fix any security issues that have been discovered. Try
to install these updates as soon as they are available, or set updates to install automatically.
Windows 10
•

Start > Settings > Updates & Security > Windows Update > Advanced options. Make sure the
option for Receive updates for other Microsoft products when you update Windows is switched
on.
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Update other software
Malicious software will try to use unpatched issues in programs such as older versions of your internet
browser, Adobe Reader, Adobe Flash Player, and Java to infect your PC. You should uninstall these where
not required or update them as soon as there is a new version available.
One way to automate the checking and detecting of available updates for all these programs on your PC is
to use a free utility such as SUMo (Software Update Monitor) or Patch My PC Home Updater.

PC factory restore
Procedures
Your PC may have a factory restore procedure that allows you to wipe all files from the PC and restore
Windows back to the default state it was when you first received it.
This is useful if the Windows installation has been corrupted and will not load, or you have a severe virus
infection. You can complete a wipe and restore using DVDs provided with your device, or with a recovery
file already stored on the PC.
Further information
It is beyond the scope of this document to cover restoration processes for all PC manufacturers. You can
usually find relevant information on the manufacturer’s website, by searching in the support section for
your particular device make and model.

Further information and help
The IT Service Desk are happy to help you connect your device to the University’s wireless network. Sorry,
but the Service Desk does not provide hardware support, including repairs of any kind.
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