UNIVERSITY OF ABERDEEN
Policy on Removable Media
1. Purpose
This policy establishes clear principles, obligations and responsibilities for the use of removable media within the University of Aberdeen. Removable media, such as USB drives, external hard drives, and memory cards, can store large volumes of data, making them appealing for data transfer and storage. However, they also pose significant risks, including the potential for loss, theft, or misplacement, which can lead to an increased risk of data breaches. Additionally, removable media can enable malware to bridge the gap between networked and non-networked PCs such as isolated instruments, when transferring instrument data output via removable media. This policy aims to mitigate these risks by outlining proper usage, handling, and security measures to protect the University’s data integrity and security.
2. Scope and Definition
This policy applies to:
· The use of removable media devices
· It applies to all members of staff employed by the University, and to persons with honorary staff status given access to University information or IT facilities (‘staff’)
· It also applies to external parties, suppliers, contractors and visitors who may have access to the University’s systems and data.

Removable media includes, but is not limited to, the following:
· CDs, DVDs, Blu-Ray, floppy and other optical disks.
· Tape drives.
· External Hard Drives. 
· USB Memory Sticks (also known as pen drives or flash drives). 
· Media Card Readers. 
· Embedded storage and storage cards (including those on mobile phones and PDAs). 
· MP3 and other media players. 
· Digital Cameras. 
· Backup Cassettes. 
· Audio Tapes (including Dictaphones and Answering Machines).

3. Objectives
This policy is designed to:
3.1. Protect the confidentiality, integrity and availability of the University digital assets, services and data.
3.2. To define user responsibilities on handing removable media and the data stored on them.
3.3. Ensure controls and mitigations are appropriate and effective by identifying and managing the information security threats and risks.
3.4. Reduce information related risk to appropriate and acceptable levels.


4. Roles and Responsibilities
4.1. All in scope users are responsible for acting in accordance with this policy and with any instructions for handling personal data they are given by the University. 
4.2. Heads of Schools and Directors of Professional Services are responsible for the operation of this policy within their respective areas of responsibility and for promoting compliant data protection and information security practices.
4.3. Information Asset Owners are accountable for ensuring that information in their category is not put at undue risk. They will approve all use and sharing of information in their category, having considered the risks and benefits.
4.4. The Director of Digital and Information Services has delegated responsibility for establishing and maintaining the University of Aberdeen’s Information Security Management System (ISMS) to ensure the availability, integrity and confidentiality of the University of Aberdeen’s information. The Director of Digital and Information Services will lead on the definition and implementation of the University of Aberdeen’s information security and governance arrangements and make judgement calls when situations arise that are not covered by the current information security management framework. 
4.5. The Information Governance Committee (IGC) has executive responsibility for information governance and security within the University of Aberdeen. Specifically, the Information Governance Committee has responsibility for overseeing the management of the security and governance risks to the University of Aberdeen's staff and students, its infrastructure and its information.
4.6. The Information Risk Working Group (IRWG) is responsible for reviewing information governance and security risk, advising on risk treatment efforts and ensuring consistent implementation of this policy.
4.7. The Operational Security Group (OSG) is a Digital and Information Services (DIS) group responsible for compliance monitoring and improvements, information security maturity assessment, policy review and assessment of security risk and issues. DIS technical service owners and managers are responsible for the deployment and configuration of digital services and systems.

5. Policy 
5.1. Removable media data
5.1.1. Data should be stored on University of Aberdeen DIS provided and managed storage wherever possible. Examples of University of Aberdeen IT Services provided and managed storage are individual H: drives, network shared drives, Teams, SharePoint or OneDrive. 
5.1.2. If University of Aberdeen data must be stored on a removable media, the Information Asset Owner of the data must be informed and consulted and approval given before any transfer takes place.
5.1.3. Subject to approval under 5.1.2, if University of Aberdeen data must be stored on removable media, then data that is sensitive, confidential or contains personal data must be encrypted with full drive encryption.
5.1.4. If University of Aberdeen data must be stored on removable media, then only the minimum necessary level of data required should be transferred to removable media.
5.1.5. If removable media must be used, the data should be transferred onto the University managed storage as soon as possible and the copy on the removable media deleted.
5.1.6. Removable media must never hold the only copy of University of Aberdeen data. If data must be transferred on removable media, then a copy should also be left on the University of Aberdeen managed storage, transferred to the destination and then securely erased from the removable media only once confirmation has been obtained that the copy has completed.
5.1.7. Users are required to report the misuse, theft, loss or potential loss of removable media that contains University data to Digital & Information Services. Where this includes personal data, it must be reported immediately to the Data Protection Officer.
5.1.8. All removable media must be scanned by an up-to-date anti-virus solution prior to use.

5.2. Removable media lifecycle
5.2.1. In scope users should only use removable media that has been procured via University of Aberdeen procurement sources.
5.2.2. Removable media with an unknown origin should never be used. These include removable media given out at conferences or removable media that has been found.
5.2.3. Damaged or faulty removable media must not be used. Users are required to contact Digital & Information Services to report damaged or faulty removable media as soon as practical so arrangements can be made for collection and secure disposal.
5.2.4. If removable media is to be transferred to another University owner for re-purpose, then it must be securely erased to remove any data prior to transfer.
5.2.5. Consideration should be given to periodically securely erasing removable media to remove any previous data. Milestones such as at the end of a project or after transport is complete are examples when periodic secure erasure may be appropriate. 
5.2.6. Removable media must be returned to Digital & Information Services when leaving the University. Responsibility for this sits both with the leaver and their line manager.

5.3. Transport and storage
5.3.1. Users are required to securely store removable media when not in use such as in a locked room or locked drawer.
5.3.2. When transporting removable media, consideration must be given on how to securely transport it, and users must be able to demonstrate due care was taken when transporting it.

6. Interaction with other Policies
6.1. This policy should be read in conjunction with:
· Information Security Policy
· Information Security Supporting Policies
· Conditions for using Information technology Facilities
· Data Protection Policy

7. Compliance
7.1. Non-compliance with this policy could expose the University to accidental or deliberate misuse of information, breaches of confidentiality, malicious or accidental corruption of data, theft of intellectual property and a breach of statutory, regulatory and/or contractual requirements. 
7.2. The University of Aberdeen shall conduct information security and risk audit, compliance and assurance activities to ensure information security objectives and the requirements of this and supporting policies, procedures and standards are met. 
7.3. A breach of this policy will be taken seriously by the University and dealt with under the provisions stated in the University of Aberdeen Conditions for using IT Facilities.  

8. Review
This policy is reviewed at least annually to ensure it: 
• Remains fit for purpose and accurate. 
• Reflects changes in technologies.
• Is aligned to industry best practice. 
• Supports continued regulatory, contractual, and legal compliance
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