
This handbook was published in September 2026. 
The information contained within it was correct at the point of 
publication. Where translated versions are made available, the 
English version remains the primary version. A webversion of the 
handbook will be maintained and may be updated from time
to time. The web version will therefore be the definitive version.

UNIVERSITY OF 
ABERDEEN
MUMBAI
STUDENT HANDBOOK 

This handbook focuses on aspects of 
the programmes offered at University of 
Aberdeen Mumbai relating to the award of 
a University of Aberdeen degree
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the vibrant and dynamic culture and environment 
of India. I am so pleased that you have chosen 
to undertake your studies with the University of 
Aberdeen Mumbai.

I hope that this student handbook will prove 
a valuable resource by providing important 
information for your studies with us. It includes 
information relating  to your University of 
Aberdeen degree studies so that you are clear 
about the requirements for your studies with 
us. Alongside more practical information, the 
Handbook provides key policy information and 
provides guidance on where to find academic 
support. This information in this Handbook will 

 I am delighted to be welcoming you to the 
University of Aberdeen Mumbai. Our University 
has a long history of collaboration with more than 
200 universities and research centres across 
India, and our new Mumbai campus will bring 
the Aberdeen experience directly to students in 
India. From delivering an international education 
to learners to applying our research expertise to 
address issues affecting the world around us, we 
are global in our outlook. University of Aberdeen 
has worked collaboratively with colleagues at 
University of Aberdeen Mumbai over the last 
2 years to establish a partnership and degree 
offering that fuses the traditions, expertise and 
experience of an ancient Scottish university with 

WELCOME
be updated from time to time, and it is important 
that you refer to the handbook as this is where 
you will find all updated information.  

I hope that you will find this a fruitful and 
engaging place to study and learn. I hope that 
you will greatly enjoy your studies with us and 
the opportunity this affords you to gain degrees 
from both UoAM and the University of Aberdeen. 
I wish you all the best in your endeavours.

PPROFESSOR JO-ANNE MURRAY
VICE-PRINCIPAL, EDUCATION
University of Aberdeen
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In 2020, we marked our 525th anniversary and 
launched Aberdeen 2040, our 20-year statement  
of strategic purpose. Over the next two decades, 
we will meet 20 commitments and be a fully 
inclusive, interdisciplinary, international, and 
sustainable university. 
 
The University of Aberdeen Campus Mumbai, 
which opened in September 2026, signals our 
commitment to providing an international 
education to learners from all around the world 
and becoming a more diverse and multicultural 
community.

It is an exciting time to be a student at the UoAM 
- we hope you will embrace the opportunities that 
come with it as you join our Aberdeen family and 
become part of the next chapter in our history.  

The University of Aberdeen (UoA) is the fifth 
oldest University in the UK, dating back to 1495. 
Since then, we have proudly offered our students 
life-changing opportunities by proving true to our 
Foundational Purpose of being: ‘open to all and 
dedicated to the pursuit of truth in the service of 
others’. Our vast experience in teaching – along 
with our modern, 21st century outlook – enables 
us to offer the same great opportunity to you 
today at our University of Aberdeen Mumbai 
(UoAM) campus.

The University of Aberdeen is consistently ranked 
among the world’s top universities and is ranked 3rd 
for overall student satisfaction in Scotland and in 
the top 35 in the UK following the National Student 
Survey (2025). We are proud of our continued 
success and are committed to creating the best 
possible student experience for all of our students. 

INTRODUCTION

Over the next two 
decades, we will meet 
20 commitments and 
be a fully inclusive, 
interdisciplinary, 
international, and 
sustainable university.

6

https://www.abdn.ac.uk/2040/
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The University of Aberdeen Mumbai offers three 
undergraduate honours degree programmes: 
MA (Hons) Business Management, BSc (Hons) 
Computing Science, and BSc (Hons) Data Science. 
The University also offers postgraduate programmes 
leading to the awards of MSc Artificial Intelligence, 
Master of Business Administration (MBA), MBA 
(Business Analytics) and MSc International Business 
Management. Each programme leads to the award 
of a University of Aberdeen degree and is comprised 
of courses approved by the University’s academic 
governance processes.

Aberdeen Terminology
Below is a list of common words and phrases used 
by UoAM and their definitions.

•	 A degree programme is the complete curriculum.
An undergraduate programme is studied over a 
minimum of four years, leading to the award of a 
Degree. Postgraduate programme at the UoAM 
are studied over one academic year, leading to 
the award of a masters Degree.

•	 Each programme is made up of courses, each
of which is self-contained and comprised 
of teaching (including lectures, tutorials, 
laboratories, and private study) and assessment 
(such as class tests, group work, essays and 
examinations). 

•	 Each course is set at a level, which aligns to the
year of study in which it will be taught. Each 
course has a unique course code that begins with 
2 letters (all Mumbai course codes will start with 
Y and then a letter indicating a discipline e.g. YC 
(C for Computing). The following number then 
indicates the level of the course e.g. 1 = 1st year 
UG; 5 = MSc level. For example one of the courses 
on the MSc AI is YC5001 and for MBA course 
examples are YE5001, YA5001, YB5002.

•	 Each course has a course coordinator, who is
responsible for the administration of the course, 
including organising the course information, 
content and assessment. 

•	 The size of a course is defined in UoA credits.
Most UoA courses carry 15 or 30 credits. Formally, 
1 UoA credit equates to 10 learning hours, the 
total amount of time that a student is expected to 
spend on a course. Given 1 NrCF credit equates 
to 30 hours of learning that means 1 UoA credit = 
3 NrCF credit, though all credits will be awarded 
according to UoA credit equivalence.

•	 Each Academic Year begins in September and
runs until the following August. Each academic 
year is comprised of three terms, each of which is 
approx. 11 weeks of teaching followed by a period 
of assessment. Undergraduate programmes are 
taught in terms 1 and 2; postgraduate taught 
programmes are taught in terms 1, 2 and 3.

•	 Should you fail to achieve a pass mark for a
course at first sitting, you will be asked to 
undertake a resit. Resit assessments are taken by 
students at specific points in the year.

Term Dates:
The University of Aberdeen Mumbai term dates can 
be found on UoA’s webpages.

Communication:
You will receive a UoAM e-mail account when you 
register. The UoAM will use e-mail to communicate 
with you during term-time. It is your responsibility 
to check your email on a regular (at least weekly) 
basis and to tidy the contents of your email inbox.  
You should note that failure to check your e-mail or 
failure to receive an email due to being over quota 
or due to non-delivery of an email forwarded to a 
non-University email account will not be accepted as 
grounds for appeal.

When communicating with UoAM staff, it is 
important that you identify yourself by including 
your name and UoAM identification number in your 
email message. Staff will respond to your emails in a 
timely manner. 

Terms and Conditions
As part of registration for your UoAM degree, you 
will be required to sign up to our UoAM terms and 
conditions. These include the conditions for use of 
our IT Security and Privacy Policies.

Teaching Delivery
For the academic year 2026/27, academic staff from 
the University of Aberdeen Business School and 
School of Natural and Computing and Sciences will 
work with colleagues based in Mumbai to deliver 
linear taught courses over 12 weeks of teaching.

The University of Aberdeen Mumbai Accessing the LMS
The LMS can be accessed using most modern web 
browsers, including Chrome, Edge, Firefox, and 
Safari. Guidance and student resources for using 
the LMS are available at: community.instructure.
com/en/kb/articles/661192-student-getting-
started-resources

Assessment Submission
The LMS is used for the submission of coursework 
and assessments, including assignments, projects, 
presentations, case studies, examinations, and 
other assessed work, as specified within individual 
modules. Students are responsible for ensuring 
that assessments are submitted through the LMS 
by the published submission deadlines.

Assessment feedback, grades, and module-related 
communications may also be provided through the 
LMS.

Problems Accessing the Digii 
Portal or LMS
If you experience difficulties accessing the 
Digii Portal or LMS, you should first consult the 
available guidance and support resources. If 
problems persist, please contact your Student 
Counsellor, providing details of the issue, including 
your device, operating system, web browser, 
network connection, and the course or service you 
are attempting to access.

Digii Portal (Digital Campus)
The Digii Portal (Digital Campus) is the University’s 
central student information system. It provides 
access to academic, learning, and administrative 
information throughout your studies at the 
University of Aberdeen Mumbai. Through the 
portal, you can access programme information, 
view course schedules, track your academic 
progress, receive important announcements, 
communicate with University staff, and access a 
range of student services.

You can access the Digii Portal at digitalcampus.
abdn.in using your University login credentials. 
Students are encouraged to log in regularly to 
ensure they remain up to date with programme 
information, academic requirements, and 
important communications from the University.

Learning Management System 
(LMS)
The Learning Management System (LMS) is the 
University’s online learning environment. This is 
where you will find learning materials, resources, 
activities, and assessment information associated 
with the courses you are studying. Through the 
LMS, you can access module content, lecture 
materials, recorded sessions, reading resources, 
announcements, and assessment guidance.

You can access the LMS at lms.mumbai.abdn.in 
using your University login credentials. Students 
should access the LMS regularly to engage with 
course materials, review academic requirements, 
submit assessments, and monitor important 
course updates.

https://www.abdn.ac.uk/students/academic-life/term--dates.php
https://community.instructure.com/en/kb/articles/661192-student-getting-started-resources
https://community.instructure.com/en/kb/articles/661192-student-getting-started-resources
https://community.instructure.com/en/kb/articles/661192-student-getting-started-resources
http://digitalcampus.abdn.in
http://digitalcampus.abdn.in
http://lms.mumbai.abdn.in
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Each degree programme delivered by the University 
of Aberdeeen Mumbai has a ‘programme prescription’ 
associated with it. The programme specification is a 
formal document that defines the structure of the 
programme and includes an outline of the courses 
and associated course codes and credits that you will 
study in each year, for the award of a UoA degree. The 
prescriptions for the degrees offered at the University 
of Aberdeeen Mumbai are available from the links below:

•	 Degree of Master of Business Administration  
(September Start)

•	 Degree of Master of Science in Artificial Intelligence

Further information will be provided as you progress 
through your degree programme. 

THE STRUCTURE
OF A UOA DEGREE At the end of a course, you will be awarded a course grade. Your grade will be awarded in 

accordance with the UoA’s Common Grading Scale (CGS). The table below illustrates how 
numeric results are converted into the CGS. 

Grading Schemes  

In some circumstances, you may not be awarded a result and a special code will be entered in 
place of a course result. This can occur in the following instances:

MC: 	 The award of an ‘MC’ means you had medical circumstances which prevented you from 
completing the course and you can take a resit assessment without penalty. 

GC: 	 The award of an ‘GC’ means you had a good cause, or exceptional circumstances which 
prevented you	 from completing the course and you can take a resit assessment 
without penalty.

NP: 	 The award of an ‘NP’ means a failure to complete any or all of the required assessment 
for a course, without good reason. An ‘NP’ counts as an attempt at a course.

C7: 	 The award of a ‘C7’, means a failure to comply, in the absence of good cause, with the 
published requirements of the course or programme; and/or a breach of regulations. In 
other words, you have not completed all compulsory elements of the course, or are no 
longer able to meet the learning outcomes of the course, (which include elements, such 
as attendance, submission of assessment) and it is not possible to remedy this in the 
current academic year. 

UoA
Points

UoA
Grade

UoA

22 A1 Excellent
21 A2
20 A3
19 A4
18 A5

17 B1 Very Good
16 B2
15 B3

14 C1 Good
13 C2
12 C3

11 D1 Pass
10 D2
9 D3

8 E1 Weak
7 E2
6 E3

5 F1 Poor
4 F2
3 F3

2 G1 Very Poor
1 G2
0 G3
0 NP

http://www.abdn.ac.uk/uploads/registry/calendar/requirements/63N1SM92_2094.pdf?v=1789578981
http://www.abdn.ac.uk/uploads/registry/calendar/requirements/63N1SM92_2094.pdf?v=1789578981
https://www.abdn.ac.uk/uploads/registry/calendar/requirements/57I4SMB1_2096.pdf?v=1789578424
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Extensions
For each UoAM course, agreed extensions 
will be for the shortest reasonable time to 
allow you to complete your assignment while 
minimising impact on your subsequent studies, 
and will usually not exceed seven calendar days, 
according to the Extensions Policy.

Students who are unable to meet an assessment 
deadline due to exceptional circumstances 
may apply for an extension by submitting a 
formal request via email to their School Course 
Coordinator. The request should clearly explain 
the reason for the delay and be supported 
by relevant documentary evidence. To allow 
sufficient time for review, validation, and the 
necessary approval process, extension requests 
should be submitted at least one week prior to 
the original assessment deadline. Submission 
of a request does not guarantee approval, and 
students should continue working towards 
the original deadline until a decision has been 
communicated.

The policy includes indicative and non-exhaustive 
lists of circumstances that may or may not be 
considered mitigation for an extension, but you 
should be aware that each request will be judged 
on its own merit.

Different courses will offer different types 
of feedback; for example, some courses have 
more teaching hours and opportunities for oral 
feedback. Other courses may havea greater focus 
on independent learning and receiving written 
comments may be the usual practice. 

Feedback will always be provided by your tutor or 
lecturer on assessments that count towards your 
final course grade. In such instances, feedback 
(including the grade) should normally be provided 
within three weeks. Your School will make it clear 
when you can expect to receive feedback. 

It is important that you pay attention to feedback 
you receive during your studies. Whether 
written or oral, feedback is designed to help you 
progress through your studies and may include 
recommendations of ways in which you can work 
towards improving your results. When engaging 
with your feedback, please approach members of 
the teaching team for the course including the 
course coordinator should you feel it would be 
helpful to discuss their comments, to understand 
how you could be more successful in your 
studies. Receiving and acting upon feedback is a 
fundamental part of the learning process.

For work that is up to seven days late, if the 
assignment was graded above a passing grade 
but the penalty awarded takes the grade below 
the pass mark, you will be awarded the minimum 
passing grade, i.e., D3. 

If the assignment is submitted after feedback on 
that work has already been provided to the class, 
that assignment cannot be graded and so the 
assignment will be given G3. 

Feedback on Your Work
Receiving feedback on your learning is vital to 
facilitate progress in your studies and will be 
provided across your UoAM courses, in a variety 
of ways. Feedback methods may include a blend 
of written and oral comments and evaluations, 
which will be delivered informally and formally 
by your tutors, lecturers, and your fellow class 
members. Benefiting from a variety of feedback 
channels will enhance your learning achievements. 

More formal feedback will be issued by a lecturer 
or tutor, for example in the form of written or 
recordings of comments, on the return of a 
marked assignment. These evaluations of your 
work are designed to be supportive, with a focus 
on areas of potential improvement. 

A list of support services available to you is 
included in the policy and you are encouraged to 
contact the relevant service for further support 
and guidance.

Penalties for Late Submission
of Coursework
The UoAM has standard penalties for late 
submission of coursework or parts of coursework. 
Late submission refers to submission of work 
after the published deadline without an agreed 
extension, and in the absence of exceptional 
circumstances. 

Any assessed coursework that is submitted 
beyond the deadline, without an agreed 
extension, will be recorded as late and a penalty 
will be applied as follows: 

•	 Up to 24 hours late, the grade will be deduct-
ed by 2 Common Grading Scale (CGS) points; 

•	 For each subsequent day, up to a maximum of 
seven days total, the grade will be deducted 
by a further CGS point for each day, or part 
of a day, up to a maximum of seven days late; 

•	 Over seven days late, a grade of G3 will be 
awarded. 

https://www.abdn.ac.uk/staffnet/documents/academic-quality-handbook/Policy%20-%20Extensions%20and%20Penalties%20for%20Unauthorised%20Late%20Submissions%20of%20Coursework.pdf
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Student Attendance, 
Engagement and Academic 
Monitoring
Students are expected to attend all scheduled 
classes, actively participate in designated 
learning activities, and submit assessments by the 
published deadlines. Consistent engagement with 
teaching, learning activities, and coursework is 
an essential requirement for successful academic 
progression.

The University monitors student attendance 
and engagement throughout the academic year 
to ensure students are participating in their 
programme of study and meeting academic 
requirements.

Students who experience difficulties that 
may affect their attendance, participation, or 
ability to complete assessments should notify 
the University as soon as possible. Supporting 
documentation may be required where absences 
or interruptions to study are due to illness, 
personal circumstances, or other exceptional 
situations. Notification of an absence does not 
automatically result in approval of the absence, 
an extension, or other academic concession. 
Students remain responsible for meeting the 
learning outcomes and assessment requirements 
of their course.

Academic Monitoring Status Codes
The following status codes may be applied where 
concerns arise regarding a student’s engagement 
with their studies:

C4 (Reinstated)
A C4 status is applied when the University 
has accepted a student’s explanation for a 
period of non-engagement or absence and 
the student has been approved to resume 
participation in the course.

C6 (At Risk)
A C6 status is applied when a student 
demonstrates unsatisfactory engagement 
with their studies. This may include failing 
to attend scheduled classes or designated 
learning activities, failing to submit required 
coursework or assessments, or otherwise not 
meeting expected participation requirements. 
Students issued with a C6 status will be 
contacted by the University and provided with 
an opportunity to explain their circumstances.

Plagiarism also includes the use of generative 
artificial intelligence tools (GenAI) to generate 
content without appropriate acknowledgment of 
the source.

The UoAM takes plagiarism very seriously and 
will take action against any student found to 
have  plagiarised. The UoA will, in relation to 
its courses, refer to the Code of Practice on 
Student Discipline (Academic) in such instances. 
If you are found guilty of plagiarism, a range 
of penalties may be applied depending on the 
severity of the plagiarism.

The University reserves the right to use 
originality checking systems, such as DrillBit (see 
below), which may be externally based, in the 
interests of improving academic standards when 
assessing student work.

The UoAM also takes other forms of cheating 
very seriously. These can include  collusion, 
contract cheating, misconduct in an examination, 
and data falsification. The  Code of Practice on 
Student Discipline (Academic) and Academic 
Integrity Guide for Students provides further 
information, as does the ‘toolkit’ guide on 
Academic Integrity & Referencing.

Originality Checking
DrillBit is one of a range of originality checking 
(text matching) applications that compare 
student assignments with online sources 
including web pages, databases of reference 
material, and content previously submitted 
by other users. These applications make no 
judgement on whether your work is original or 
not. They are tools which highlight sections of 
text that match, or are similar to, other sources, 
thereby alerting academic staff to potential 
instances of plagiarism. 

DrillBit is the most often used originality checking 
application used by staff at UoAM. There are 
other applications similar to DrillBit for example 
SafeAssign. If any or a combination of these are 
used in any of your courses, you will be made 
aware of it.

Quality Assurance:
The University of Aberdeen Mumbai uses a range 
of procedures to ensure that your programme, 
and the courses which comprise it, meet the high 
academic standard expected. These procedures 
include:

•	 Examination papers are moderated by a 
second member of staff to ensure that they 
are clearly written, free of mistakes and 
commensurate to the standard expected;

•	 The papers are then sent to an External 
Examiner who confirms that they are of the 
expected standard.

•	 A Meeting of Examiners reviews the marks 
from all courses to check whether the results 
for any courses differ significantly from the 
average and take any appropriate action; 

•	 Major pieces of assessment are independently 
marked by two members of staff; a moderator 
reviews the report as well if the two original 
marks differ;

•	 The External Examiner is an experienced, 
senior member of staff from another university 
who is familiar with the academic standard 
that should be expected from a degree 
programme. This ensures that a UoAM award 
is of the same standard as a comparable 
university in Britain.

Appeals and Complaints
UoAM recognises that things may not always 
go to plan and there may be times that you 
wish to raise an issue for further discussion or 
investigation. As such, our Policy and Procedures 
on Student Appeals and a Complaints Handling 
Procedure, provide frameworks through which 
you, as a student of the programmes at the 
University of Aberdeen Mumbai, can formalise 
any concerns you may have about aspects of your 
UoAM experience.

C7 (Withdrawal / Loss of Class Certificate)
A C7 status may be applied where a student 
fails to respond to a C6 notification or where 
engagement remains unsatisfactory. A C7 
status may result in withdrawal from the 
course, loss of access to learning materials 
and assessments, and ineligibility to sit 
examinations unless the student is reinstated 
through the appropriate University process.

Student Support
Students experiencing academic, personal, 
health, or other difficulties that may affect their 
studies are encouraged to seek assistance at the 
earliest opportunity. Support is available through 
the Programme Team, Course Coordinator, and 
relevant student support services, who can 
provide guidance on available support options 
and academic processes.

Plagiarism and 
Other Forms of Cheating
As part of your degree, you will be expected 
to read works such as textbooks or research 
papers written by other people. You must make 
clear what material or ideas you have taken from 
other people’s works when you submit work for 
assessment. You will be given instruction as to 
how to do this before you submit. It is essential to 
follow these instructions. If you do not, you may be 
guilty of a disciplinary offence called plagiarism.

It is expected that any piece of work you submit 
(be it an individual or group project) has been 
undertaken by those who submitted it. Including 
another author’s material in your submission 
without acknowledging it is plagiarism, a form of 
cheating defined by the UoAM as:

“Plagiarism” is defined by the UoAM as the 
use, without adequate acknowledgment, of 
the intellectual work ofanother person in work 
submitted for assessment. This definition includes 
the unattributed use of course materials and 
applies to all types of assessment, including ‘open 
book’ assessments. A student cannot be found to 
have committed plagiarism where it can be shown 
that the student has taken all reasonable care to 
avoid representing the work of others as his or 
her own.

Plagiarism also covers ‘self-plagiarism’. This 
occurs when you submit an assignment containing 
materials identical or very similar to work that 
you have previously submitted for another 
assessment, whether at this university or another. 

https://www.abdn.ac.uk/media/site/staffnet/documents/academic-quality-handbook/Code-of-Practice-on-Student-Discipline-(Academic)-(2026-27).pdf
https://www.abdn.ac.uk/media/site/staffnet/documents/academic-quality-handbook/Code-of-Practice-on-Student-Discipline-(Academic)-(2026-27).pdf
https://www.abdn.ac.uk/media/site/staffnet/documents/academic-quality-handbook/Code-of-Practice-on-Student-Discipline-(Academic)-(2026-27).pdf
https://www.abdn.ac.uk/media/site/staffnet/documents/academic-quality-handbook/Code-of-Practice-on-Student-Discipline-(Academic)-(2026-27).pdf
https://www.abdn.ac.uk/students/documents/Academic-Integrity-Student-Guide-Aug-2022.pdf
https://www.abdn.ac.uk/students/documents/Academic-Integrity-Student-Guide-Aug-2022.pdf
https://www.abdn.ac.uk/toolkit/skills/referencing/
https://www.abdn.ac.uk/students/documents/Policy%20and%20Procedures%20on%20Student%20Appeals.pdf
https://www.abdn.ac.uk/students/documents/Policy%20and%20Procedures%20on%20Student%20Appeals.pdf
https://www.abdn.ac.uk/staffnet/documents/academic-quality-handbook/UoA%20CHP%20Part%205%20(Guide%20for%20Complainants).pdf
https://www.abdn.ac.uk/staffnet/documents/academic-quality-handbook/UoA%20CHP%20Part%205%20(Guide%20for%20Complainants).pdf
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Postgraduate taught degrees are classified as: Masters with Distinction, Masters with Commendation, and 
Masters degree. Degree classification will be based on performance across the programme (Level 5 courses).

Postgraduate degrees will be determined on the GPA as outlined in the PGT Code of Practice on 
Assessment.

Student Absence
If illness or exceptional circumstances affect your ability to attend classes, complete assessments, or sit 
examinations, you should notify a member of staff as soon as possible.

The University is committed to supporting students who experience circumstances that disrupt their studies 
and will work with you to identify appropriate support and, where applicable, reasonable adjustments. 
However, all students remain responsible for engaging with their studies and for demonstrating achievement 
of the required learning outcomes for their course.

Where an absence or period of non-engagement is likely to have a significant impact on academic progress, 
the University will discuss the available options with the student and provide guidance on the most 
appropriate course of action.

POSTGRADUATE TAUGHT AWARDS
You may need support and guidance for a variety 
of different academic, non-academic or wellbeing 
issues during your studies. Your first point of 
contact for any concerns should be your Personal 
Tutor at UoAM. They will be able to help and will 
guide you to the relevant support at UoAM. 

If you have an academic issue with a particular 
course, in the first instance, your course 
coordinator will be the key point of contact.  

Students who wish to discuss any aspect of their 
programme of study should, in the first instance, 
contact the Course Coordinator, depending 
on the nature of their query or concern. Where 
further assistance is required, the matter may be 
escalated to the relevant Head of their Discipline 
(Computer Science or Business Management). To 
ensure students receive the most appropriate 
support, they may be referred to other University 
staff or support services as appropriate

ADVICE ON YOUR STUDIES

https://www.abdn.ac.uk/media/site/staffnet/documents/academic-quality-handbook/04_PGT_Code_of_POA_2022.pdf
https://www.abdn.ac.uk/media/site/staffnet/documents/academic-quality-handbook/04_PGT_Code_of_POA_2022.pdf
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UNIVERSITY OF ABERDEEN MUMBAI 


 
IT Security Policy 


1. Scope 


1.1. This IT Security Policy (“Policy”) outlines the rules and guidelines 
for the proper usage, management, and maintenance of the University of 
Aberdeen Mumbai ‘s (“University”) information technology resources 
and assets, in order to ensure their secure, ethical, and acceptable use. 


1.2. Overall ownership of this Policy rests with the University’s IT 
Department. Legal or Compliance functions shall be consulted on updates 
that affect monitoring, access to personal data, or statutory reporting 
obligations. 


1.3. All employees, students, and other authorised users are required to 
comply with this Policy while using any equipment, systems, or software 
provided or approved by the University. This Policy applies to all 
categories of authorised users, including third-party service providers who 
access University IT resources or process or host University data on 
behalf of the University. Such third parties shall be subject to appropriate 
contractual obligations and shall be made aware of relevant security 
requirements through contractual terms, onboarding processes, or other 
communications determined by the University. 


1.4. This Policy must be read together with the University’s Privacy 
Policy, Privacy and Personal Data Protection SOP, and other applicable 
institutional policies. In the event of any inconsistency relating to the 
processing of personal data, the Privacy Policy shall prevail. 


 
 
2. Purpose 


2.1. The purpose of this Policy is to protect the University’s information 
and IT assets from security threats, misuse, 
damage, or theft, and to maintain data 
integrity, confidentiality, availability, and 
operational continuity. This Policy 
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establishes a University-wide approach to IT security and acceptable use, 
and compliance with applicable information technology, cybersecurity, and 
data protection laws in India. 


2.2. This Policy shall be reviewed periodically to ensure its effectiveness 
and alignment with evolving legal, regulatory, and security requirements. 
Specific technical standards and operational controls set out in this Policy 
may be updated from time to time by the University’s IT Department to 
address emerging risks and technologies, by circulating a memo of 
updates. Provided that where any policy updates have implications for 
personal data processing or user monitoring they shall be finalized in 
consultation with the University’s legal or compliance function. 


3. Account Creation Policy 


All members of the University, including staff and students, shall be provided with 
an institutional user account with an initial password. Multi-factor authentication 
(“MFA”) must be enabled for access to University systems and accounts, 
particularly where such access involves sensitive data, privileged functions, 
remote access, or elevated risk, as determined by the IT Department in 
accordance with the University’s IT Security Standards. Users must log in using 
the assigned username and password and shall be required to change the initial 
password before accessing University resources and facilities. 


4. Password and Authentication Requirements 


4.1. All users must protect their University accounts using strong 
authentication credentials in accordance with this Policy and applicable IT 
security standards issued by the University. 


4.2. Password Standards: Users must create passwords that meet 
minimum security requirements established by the IT Department. Such 
requirements shall be defined in accordance with recognised international 
good practices and risk-based security principles, and shall be 
documented in applicable IT Security Standards. 


4.3. Multi-Factor Authentication (MFA): Multi-factor authentication is 
required for access to University systems, particularly where such access 
involves critical systems, administrative or privileged functions, remote 
access, or elevated security risk. The IT Department shall determine the 
systems and access categories for which MFA is mandatory. 
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4.4. Password Management: Users must: 


(i) keep passwords confidential and not share or disclose them to any 
other person; 


(ii) avoid reuse of passwords across different systems; 


(iii) change passwords immediately if they are compromised or upon 
instructions from the IT Department; and 


(iv) use University-approved password management tools where such 
tools are made available. 


4.5. Technical Controls: The IT Department shall implement 
appropriate technical controls, including password strength validation, 
banned password lists, account lockout mechanisms, and breach 
monitoring. Detailed technical specifications shall be defined and 
maintained in accordance with the University’s IT Security Standards. 


 
 
5. User Account Management 


5.1. University-issued email addresses are provided to students and 
staff with a valid affiliation with the University for academic and institutional 
communication purposes. Incidental personal use is permitted provided it 
does not interfere with academic or operational objectives. 


5.2. Email services are provided only for the duration of a user’s 
affiliation with the University. Upon termination of such affiliation, access 
to the email service and mailbox contents must be withdrawn. 


5.3. The relevant department heads or supervisors are responsible for 
ensuring that email accounts no longer required are reported to the IT 
Department for de-provisioning. De-provisioning of user accounts shall be 
initiated by the relevant administrative function (Student Administration or 
Human Resources, as applicable) upon cessation of a user’s affiliation 
with the University, and shall be implemented and documented by the IT 
Department in accordance with institutional access-control procedures. 


5.4. The email service must be used responsibly and in a manner that 
does not violate University policies or applicable law. Prohibited uses 
include: 
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(i) sending messages that violate University policies; 


(ii) sending spam or unauthorised communications; 


(iii) impersonation or false representation of the University; 


(iv) use for unauthorised commercial activities; 


(v) unauthorised access to another person’s account. 


5.5. Users are expected to follow reasonable security practices when 
using, accessing, or operating University systems, including exercising 
caution with external links and attachments and using available security 
features such as multi-factor authentication where provided. 


5.6. The University email system and associated communications 
infrastructure are University property. 


5.7. Any monitoring, access, or review of University email systems shall 
be undertaken in accordance with applicable law and the University’s 
Privacy Policy, and only to the extent necessary for legitimate security, 
operational, or legal purposes. 


5.8. Users must promptly report suspected compromise of their email 
accounts to the IT Department via the IT Helpdesk or designated security 
contact notified by the IT Department. 


 
 
6. Bulk or Broadcast Emails 


6.1. Broadcast emails to students shall be limited to academic or 
institutional purposes and shall be sent only through approved systems 
notified by the IT Department. 


6.2. The IT Department shall implement technical controls to prevent 
email misuse where feasible. 


6.3. Personal email addresses of recipients must not be disclosed in 
such emails. 


6.4. Prior coordination with the IT Department may be required where a 
proposed broadcast involves system-wide distribution, unusual volume or 
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urgency, or technical, security, or data-protection risk, in order to ensure 
appropriate safeguards are in place. 


7. Shared Drive Policy 


7.1. All shared drives must have at least two designated managers with 
a University-issued email address. 


7.2. University data must not be transferred to personal accounts at any 
time. 


7.3. Responsibility for continuity of access must be ensured before a 
user exits the University. 


7.4. Users are responsible for managing their accounts according to 
retention requirements notified by the University from time to time. 


8. Use of Computing Resources 


8.1. Users are responsible for the careful, secure, and appropriate use 
of all computing resources allocated to or accessed by them. 


8.2. Users must: 


(i) comply with email and account usage rules; 


(ii) protect account credentials from misuse; 


(iii) promptly report loss or theft of devices containing University 
information or personal data, to the IT Department. Reporting 
channels and contacts are communicated during onboarding and 
maintained on the IT Security portal / intranet page. 


8.3. Prohibited uses include unauthorised access, security 
circumvention, illegal activity, copyright infringement, and misuse of 
University systems. 


8.4. The University may impose reasonable limits on system usage to 
ensure equitable and secure access. 


8.5. Users must comply with all applicable laws and licence conditions. 


8.6. The IT Department may temporarily suspend or withdraw access to 
computer resources, without prior notice, where necessary to protect the 
security or integrity of University systems. Such actions shall be 
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documented, and affected users shall be notified as soon as practicable 
unless doing so would compromise security or an ongoing investigation. 


8.7. Where users are authorised to access University systems or data 
remotely, such access shall be subject to compliance with applicable 
University IT security requirements and remote-working data security 
protocols issued by the IT Department. The University may impose 
additional access controls or conditions for remote access to protect the 
confidentiality, integrity, and availability of University systems and 
information. 


 
 
9. Phone Usage and Printer Policy 


9.1. University communication systems are intended for official use. 


9.2. Users must follow appropriate communication etiquette. 


9.3. Mobile devices and laptops used for University purposes must be 
secured and encrypted where feasible. 


9.4. Access to printers, storage devices, and peripherals shall be 
restricted to authorised users. 


9.5. Confidential documents must be printed only when necessary and 
collected promptly. The University implements secure printing methods 
and solutions (e.g., pull printing) where feasible. 


 
 
10. Remote Control Facility Policy 


10.1. Remote access tools may be used by authorised personnel for 
support purposes with user consent. All remote access tools shall be 
selected in accordance with the University’s IT security standards as well 
as its Privacy Policy and Privacy and Personal Data Protection SOP. 


10.2. Explicit user permission must be obtained and recorded by IT 
support personnel prior to initiating any remote control session, in 
accordance with IT support procedures. 


10.3. Users must be informed when remote access is initiated and 
terminated. The IT Department shall train its personnel on verification 
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protocols and notify users of IT personnel verification procedures via a 
helpdesk or other user-facing communication. 


10.4. Misuse of remote access facilities constitutes a breach of this 
Policy. 


 
 
11. Electronic Data and Privacy 


11.1. The University is committed to protecting personal data and 
information processed through its IT systems, in accordance with 
applicable law and the University’s Privacy Policy. Loss or misuse of 
information may result in legal, financial, and reputational harm. 


11.2. Users must comply with University policies when creating, storing, 
transmitting, or destroying University information, including guidance and 
procedures issued by the IT Department from time to time. 


11.3. Users must take reasonable measures to secure personal data, 
including locking devices, securing physical records, and preventing 
unauthorised access. 


11.4. Access to systems containing personal data shall be restricted and 
documented in accordance with the University’s information classification 
and access control frameworks. 


11.5. References in this Policy to “restricted” or “sensitive” information 
refer to categories of personal data requiring enhanced safeguards, as 
determined under the University’s information classification framework and 
Privacy Policy. 


11.6. Personal data accessed through the University must not be stored 
on personal devices unless expressly authorised by the University’s IT 
Department or another authority designated by the University, and 
secured in accordance with University standards. Where users are 
authorised to work remotely, access to personal data must be undertaken 
using University-issued devices or in compliance with remote-working data 
security protocols issued by the IT Department. 


11.7. The University may deny access to University systems from 
devices that do not meet security requirements. Any such measures shall 
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be proportionate, risk-based, and carried out in accordance with 
applicable law and University policies. 


 
 
12. IT Services Support and User Guidance 


12.1. IT support is provided for University-managed systems and 
approved devices in accordance with institutional priorities and capacity. 
Support may be provided through phone, email, or in person. Support for 
personal devices may be limited in scope and duration. 


12.2. The University shall ensure that users are provided with appropriate 
training, guidance, and awareness on the secure and acceptable use of IT 
resources, including through mandatory onboarding processes and 
periodic communications and mandatory workshops coordinated by 
designated IT Department personnel. 


 
 
13. IT Incident Reporting and Response 


13.1. Users must promptly report suspected or actual IT incidents to the 
IT Department through channels communicated during onboarding and 
maintained on the University IT portal. 


13.2. The University prohibits retaliation against individuals who report IT 
incidents in good faith. The University supports users who take reasonable 
actions in good faith to contain or report security incidents. 


13.3. The IT Department is responsible for investigation, containment, 
and responding to IT security incidents in accordance with the IT Security 
Incident Response Plan. 


13.4. Where an incident involves or may involve personal data, the 
incident shall be escalated to the Legal or Compliance function for 
assessment of obligations under data protection and cybersecurity laws. 


13.5. The IT Department shall ensure timely technical reporting of 
cybersecurity incidents to appropriate external authorities in accordance 
with applicable law and regulations (including CERT-In requirements), in 
coordination with the Legal or Compliance function, which shall have 
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oversight of regulatory assessment, documentation, and any notifications 
to authorities or affected individuals. 


13.6. Detailed incident response procedures, reporting channels, 
escalation criteria, and contact information are maintained in the IT 
Security Incident Response Plan to be maintained by the IT Department. 


 
 
14. Governance and Enforcement 


Compliance with this Policy is mandatory. Violations may result in disciplinary or 
corrective action in accordance with university policies and applicable law. 


 
 
15. Review and Updates 


15.1. This Policy shall be reviewed periodically, and in any event not less 
than once each year. Updates may be issued to address changes in law, 
technology, or institutional practices. 


15.2. This Policy shall be reviewed by the University’s IT Department in 
consultation with the Legal or Compliance departments and approved in 
accordance with such procedures as may be prescribed by the University’s 
administration for the approval of institutional policies. 


15.3. Reviews under this section shall take into account updates to the 
University’s privacy and information security framework, including its 
Privacy Policy, Privacy and Personal Data Protection SOP, applicable IT 
Security Incident Response Plan developed by the IT Department. 
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UNIVERSITY OF ABERDEEN MUMBAI 
 


Privacy Policy 


1. Introduction 


1.1. This Privacy Policy (“Policy”) outlines how University of Aberdeen 
Mumbai, an independent legal entity operating as a Joint Venture in India 
(hereinafter referred to as 'the University' or 'Mumbai Campus'), collects, 
processes, stores, and protects Personal Data of individuals (“Data 
Principals”) in accordance with the Digital Personal Data Protection Act, 
2023 (“DPDP Act”) and its rules. Mumbai Campus acts as an 
independent Data Fiduciary for data processing activities conducted 
within  its jurisdiction and  the data may be  exchanged  between the 
Mumbai Campus and University of Aberdeen. 


 
1.2. Capitalized terms in this Policy shall have meaning as defined under the 


DPDP Act. 
 
2. Objectives and Legal Basis 


2.1. This Privacy Policy sets out the principles, governance framework, and 
institutional practices adopted by University of Aberdeen Mumbai 
(“University”) for the processing of Personal Data. 


2.2. This Policy applies to Personal Data processed in the course of the 
University’s academic, administrative, research, and related functions in 
India. It embodies the University’s approach to privacy and data 
protection as an important component of institutional 
governance and accountability. 


2.3. This Policy is implemented pursuant to laws governing privacy and the 
protection of Personal Data in India, including specifically, the Digital 
Personal Data Protection Act, 2023, and shall be interpreted in 
accordance with applicable Indian law. 


2.4. This Policy governs and is binding on all academic, administrative, 
operational, and support functions of the University in India. 


 
3. Scope and Application 


3.1. This Policy applies to the processing of Personal Data relating to various 
categories of Data Principals including but not limited to: 


3.1.1. program applicants; 
3.1.2. enrolled students and alumni; 
3.1.3. faculty, staff, consultants, and 


visiting academics; 
3.1.4. researchers, collaborators, 


and academic partners; 
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3.1.5. visitors and other individuals engaging with the University 


through various interfaces. 
3.2. This Policy applies to Personal Data processed through physical 


records, electronic systems, institutional platforms, and third-party 
systems used for University functions. 


3.3. This is   an   internal Policy and shall not be made   available to 
the external parties (except as per due process). 


 
4. Role of the University 


4.1. The University may collect Personal Data directly from Data Principals 
as well as receiving Personal Data from third parties under 
circumstances permitted by law (where Data Principals have given their 
consent, or otherwise as permitted under the DPDP Act). 


4.2. The University may also process Personal Data through third-party data 
processors acting on behalf of the University, who are engaged subject 
to contractual and organisational safeguards consistent with applicable 
law. 


 
5. Privacy Governance and Accountability 


5.1. The University shall maintain an internal privacy governance framework 
to ensure lawful and responsible processing of Personal Data, including: 


5.2. designation of a Grievance Officer for India (see section 14 of this 
Policy); 


5.3. assignment of responsibilities for privacy compliance within the 
University’s administrative structure; 


5.4. coordination between academic, administrative, IT, and legal functions; 
5.5. documented procedures for grievance redress, handling data 


principal requests, and managing incident response. 
5.6. The  University shall  ensure appropriate  awareness and responsible 


handling of data through guidance and training for staff and 
administrators involved in processing Personal Data. 


5.7. Operational procedures, standards, and guidelines supporting this Policy 
(e.g. grievance redressal, handling of data principal requests, and 
Personal Data Breach management) shall be implemented by the 
University by assigning responsibilities to designated administrative, IT, 
and legal functions. 


5.8. The University shall present appropriate and specific privacy notices, 
in compliance with the DPDP Act, to the relevant categories of Data 
Principals at the point of Personal Data collection. 


 
6. Categories of Personal Data and Data Minimisation 


6.1. Depending on the context of engagement with a Data Principal, the 
University may process Personal Data including but not limited to: 


6.1.1. identification and contact information; 
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6.1.2. academic records, assessments, and student 


administration data; 
6.1.3. employment, professional, and human-resources-related 


information; 
6.1.4. financial and transactional data; 
6.1.5. health, accessibility, or welfare-related information 


where required; 
6.1.6. images, recordings, and security-related data (including 


CCTV); 
6.1.7. IT system credentials, logs, and access-related 


information. 
6.2. The University recognizes that certain categories of Personal Data 


processed by the University, including health-related information, 
financial information, and security-related data, may require enhanced 
safeguards due to their nature and potential impact on Data Principals, 
and adopts measures to handle such data accordingly. 


6.3. Data minimisation: Personal Data collected and processed shall be 
limited to what is necessary for legitimate institutional purposes and shall 
not be retained or used beyond such purposes. 


6.4. Student records: Student academic and administrative records shall be 
categorised and processed with particular care, recognising their 
sensitivity, long-term relevance, and potential impact on Data Principals. 


 
7. Purposes of Processing 


7.1. Personal Data may be processed for purposes including: 
• admissions, enrolment, teaching, assessment, and academic 


administration. 
• student support, welfare, discipline, and campus safety. 
• employment, faculty administration, and professional engagement. 
• research activities and academic collaborations. 
• statutory, regulatory, accreditation, and reporting obligations. 
• operation, maintenance, and security of IT systems and facilities. 
• alumni engagement and institutional communications; 
• compliance with lawful requests from public authorities or courts. 


8. Legal Basis for Processing 


8.1. Personal Data is processed in accordance with the DPDP Act on one or 
more of the following bases as contemplated under Section 7: 


8.1.1. consent, where required under law; 
8.1.2. legitimate uses permitted under applicable law, including 


for purposes of employment; 
8.1.3. compliance with legal or regulatory obligations including 


those relating to academic, administrative, or other functions of 
the University. 







4 | P a g e 


 


 


 
8.2. Where processing is based on consent, it shall be informed, specific, 


unambiguous, and freely given consent, given clearly and voluntarily, 
specific to the purpose of which the data principal has been notified and 
without hidden, ambiguous or forced conditions. Data Principals may 
withdraw consent in accordance with applicable law, without affecting the 
legality of processing based on consent before it has been withdrawn. 
Data Principals must be notified that withdrawal of consent may affect the 
University’s ability to provide certain services or fulfil academic or 
administrative obligations where such processing is necessary. The 
University may facilitate the management of consent through a 'Consent 
Manager' registered with the Data Protection Board of India, where 
applicable. 


9. Children’s Personal Data 


9.1. Where the University processes Personal Data relating to Data Principals 
below the age prescribed by law, such processing shall be undertaken in 
compliance with applicable consent, verification, and protection requirements 
under the DPDP Act and related rules. 


 
10. Disclosure and Sharing of Personal Data 


10.1. Personal Data may be disclosed, where necessary and lawful, and in 
compliance with the DPDP Act, to: 


• service providers and vendors supporting University functions, under 
contractual arrangements including Data Processing Agreements 
(DPAs); 


• University of Aberdeen to comply with its internal processes, procedures, 
and policies associated the delivery of academic programs and related 
activities; 


• academic institutions, research partners, and collaborators; 
• regulators, government authorities, or courts, where required by law; 
• professional advisors, auditors, and consultants. 
• Disclosures are limited to what is necessary, aligns with the purpose 


communicated to the Data Principals, and are subject to appropriate 
safeguards. 


• Within the University, Personal Data is shared with University Personnel 
only on a need-to-know basis, and subject to access controls and other 
IT security safeguards. 


11. Cross-Border Transfers 


11.1. Personal Data may be transferred outside India, given the international 
nature of higher education and academic collaboration, the University’s 
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affiliation with University of Aberdeen, as well as with global third-party 
service providers (including cloud providers) engaged by the University. 


11.2. Any such international transfers shall be carried out in accordance with 
applicable Indian law (including the DPDP Act and its rules), and subject to 
contractual, technical, and organisational safeguards adopted by the 
University, and the recipient entities via appropriate Data Processing 
Agreements (DPAs) to ensure continued protection of Personal Data in line 
with the DPDP Act standards. 


 
12. Information Accuracy, Classification, and Security 


12.1. The University shall take reasonable steps to ensure that Personal 
Data processed is accurate, complete, and up to date, having regard to the 
purpose of processing. 


12.2. Technical and organisational measures are implemented to 
protect Personal Data, in compliance with the DPDP Act and its rules, and 
the obligation to maintain reasonable security safeguards and 
practices, including preventing Personal Data Breaches. These measures are 
regularly reviewed and updated to address evolving risks. 


12.3. The University maintains information classification and security 
frameworks under its IT Security and Information Management 
Policies. Information classification standards, access controls, and security 
measures supporting this clause are defined and implemented through the 
University’s IT Security Policy and related standard operating procedures. 


 
13. Data Retention, Lifecycle Management, and Disposal 


13.1. Personal Data shall be retained only for as long as necessary 
to serve the specific purpose for which such data was collected from the Data 
Principal, which is usually for academic, administrative, legal, or regulatory 
purposes. 


13.2. If a Data Principal submits a request for erasure of their Personal 
Data, the University shall promptly comply with this request, unless retention 
is necessary for compliance with any law for the time being in force or for the 
exercise of legal claims. 


13.3. Retention periods vary by data category and function, and are 
governed by internal retention schedules and disposal procedures, subject to 
applicable law including the DPDP Act. 


13.4. Lifecycle management: The University manages Personal Data across 
its lifecycle, from collection and active use through secure disposal or erasure 
and shall ensure that Personal Data is deleted or anonymised when no 
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longer required for the purpose for which it was collected or 
lawfully permitted to be retained. 


 
14. Rights of Individuals (Data Principals) (Data Principals) 


14.1. Subject to applicable law, Data Principals may have the following rights 
relating to their Personal Data: 


14.1.1. access Personal Data; 
14.1.2. request correction of inaccurate or incomplete Personal 


Data; 
14.1.3. request erasure of Personal Data where legally 


permissible; 
14.1.4. raise concerns or complaints regarding Personal 


Data processing. 
14.2. Data Principals may nominate another person to exercise their 


rights under applicable law in the event of death or incapacity. 
 
15. Grievance Redressal 


15.1. The University has appointed a Grievance Officer to address concerns 
relating to Personal Data processing. 


15.2. Data Principals may address their concerns relating to privacy or data 
protection or the subject matter of this Policy to the Grievance Officer: 


15.2.1. Via the website portal 
15.2.2. Via email or 
15.2.3. Via a physical application submitted at the office of the 


Grievance Officer 
15.3. The Grievance Officer shall respond to inquiries within the timelines 


stipulated under the DPDP Act. If a Data Principal is not satisfied with the 
response or resolution provided by the Grievance Officer, they have the right 
to approach the appropriate authority under applicable law. 


16. Personal Data Breach Management 


16.1. The University shall maintain documented procedures to identify, 
assess, and respond to actual or suspected Personal Data Breaches, and 
shall investigate such incidents and take appropriate remedial and notification 
actions in accordance with applicable law. 


16.2. Personal Data Breach response is governed by the University’s IT 
Security Incident Response Standard Operating Procedure. Technical 
investigation and containment of incidents are coordinated by the University’s 
IT function, while assessment of legal obligations and any required 
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notifications to authorities or affected Data Principals are coordinated by the 
University’s legal or compliance function. 


17. Policy Review and Updates 


17.1. This Policy shall be reviewed and updated periodically, and at least 
once every 12 months, to reflect changes in law, institutional practices, or to 
accommodate risk assessments. 


17.2. The current version of this Policy shall be made available to all 
stakeholders through official University channels. 


 
18. Non-Compliance of this Policy 


18.1. Any failure to comply with this policy will be taken seriously. Employees 
found to be in violation of this policy may be subject to disciplinary action, up 
to and including termination of employment, depending on the severity and 
recurrence of the non-compliance. 


18.2. Employees are encouraged to report any instances of non-compliance 
with this policy to the appropriate channels, such as the Data Protection 
Officer (DPO). Reports will be investigated promptly, and appropriate 
actions will be taken. 
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