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Resilience Policy



Synopsis 
The Resilience Policy details the University of Aberdeen’s governance and processes in place to manage ongoing business activities as a result of disruptive events.
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	Full revision and rewrite with new template.
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For information at H&S Committee then for approval or review at SMT.

	Draft 2
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	Minor change to wording following review at RAG, before approval at SMT.
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1.0 [bookmark: _Toc210312693]Introduction
The University of Aberdeen (UoA) has a responsibility to ensure the health and welfare of its staff and students, and to minimise the disruption to business-critical operations in the event of an incident or disruptive event. 
Resilience is a core function across any large organisation, where it is accepted best practice and, in many cases, required towards legislative compliance, to embed necessary steps to ensure effective business continuity, emergency management strategies and disaster recovery processes.
Resilience encompasses all actions taken to ensure that the University is prepared to withstand, adapt to and recover from any disruptive event.
This policy will be reviewed annually, where along with other formal resilience documents, be presented to the H&S Committee. If accepted, they will be furthered to SMT for approval or revision.

2.0 [bookmark: _Toc210312694]Purpose of the Policy
The purpose of this policy is to highlight the University’s approach to anticipating, responding, and recovering from the effects of disruptive events and to follow systematic, resourced processes to mitigate them.
The policy aims to:
· Outline the University’s approach.
· Clarify roles and responsibilities in relation to resilience. 
· Define the mechanism for reporting on the University’s resilience planning arrangements.

3.0 [bookmark: _Toc210312695]Scope of Policy
The policy will support the University’s overall strategic ambitions, to maintain the continued function of its business-critical activities by putting in place recovery plans and suitable mitigation.
This policy will be reviewed and updated annually by the Resilience Advisory Group (RAG).

4.0 [bookmark: _Toc210312696]Legislative Requirements 
The University is bound across various pieces of health and safety legislation, to have controls in place and structures to ensure these can be maintained during and following any disruptive event. 
Failure to maintain or recover controls detailed as legislative requirements, which are typically followed to achieve compliance, exposes the University, staff and students to foreseeable risks which may otherwise be managed.


5.0 [bookmark: _Toc210312697]Resilience Overview
This policy provides a strategic overview of the University’s aims towards resilience, which are to:
Establish resilience strategies that align with the University’s Strategic Plan, Aberdeen 2040;
· Aberdeen 2040 promotes ‘interdisciplinary interactions’ and the building of resilience requires cross departmental engagement and sharing of knowledge bases to this end. 
Conduct Business Impact Analyses within all Schools and Directorates;
· Business Impact Analyses will be completed across all work areas, led by the Resilience Team and facilitated by the Local Business Continuity Coordinators;
· These analyses will be reviewed regularly and/or following any incident or change which may impact their efficacy;
Establish and manage Business Continuity Plans across all areas of business;
· Business Impact Analysis will be used by each School and Directorate to develop Business Continuity Plans, aimed at putting controls in place toward delivering standard operations across disruptive events;
· These BCPs will be reviewed regularly to ensure their efficacy and may be tested as part of scenario training programmes;
[bookmark: _Toc210124481][bookmark: _Toc210312698]Develop business continuity measures for people, premises, and processes;
· Business Continuity Plans will focus on the person and how our staff and students can be helped through a disruptive event;
· Our diverse and varied campuses will be considered alongside operational activities to allow us to effectively operate throughout an incident;
[bookmark: _Toc210124482][bookmark: _Toc210312699]Co-ordinate with all internal and external stakeholders where appropriate;
· Development and testing of plans will ensure stakeholders are both considered and consulted;
· Business Continuity Plans will put in place methods and systems to ensure communication can be effectively managed during incidents;
[bookmark: _Toc210124483][bookmark: _Toc210312700]Integrate the plans and processes with existing policies and procedures;
· Business Continuity measures will feature alongside the Resilience Framework, which further details documents and activities as part of the Resilience Programme; 
[bookmark: _Toc210124484][bookmark: _Toc210312701]Operate as a fully integrated resilient organisation in accordance with a common, robust incident management methodology;
· Standardised training programmes, document templates and a common language will be used, allowing staff to remain familiar with each School or Directorate business continuity programme and incident response mechanisms;

6.0 [bookmark: _Toc210312702][bookmark: _Hlk208484892][bookmark: _Hlk116304484]Responsibilities
6.1 [bookmark: _Toc210312703]University Court
[bookmark: _Int_pPHDruQu]The University Court has ultimate responsibility for overseeing health and safety matters at the University. As such, they should seek assurance that appropriate risk control measures are in place and acted upon in relation to activities across the University that could give rise to significant risk. 
They should be aware of significant health and safety risks across the University. This responsibility translates across the field of resilience, where in its very nature, control of risk is an implicit part.
6.2 [bookmark: _Toc210312704]Senior Management Team
The Senior Management Team (SMT) has delegated authority from the University Court to set and periodically review the University’s Resilience Policy. As such, SMT should seek assurance that appropriate risk control measures are in place, are being implemented and that those with risk management and assessment responsibilities are trained and competent. 
6.3 [bookmark: _Hlk208483249][bookmark: _Toc210312705]Heads of Schools/Directorates
Heads of School/Directors are responsible to appoint a member of staff, a local business coordinator, tasked with scoping and organising annual reviews of business continuity plans and scheduling exercises, as assisted by the Resilience Team. 
6.4 [bookmark: _Toc210312706]Leadership & Assurance
The Interim Director of People, Academic Services & Online is responsible for the delivery of the resilience function. The Chief Governance Officer and University Secretary, or nominated deputy, is responsible for providing assurance on the University's resilience arrangements.
6.5 [bookmark: _Toc210312707]Resilience Advisory Group
The Resilience Advisory Group (RAG) has been established to:
· Manage risks and issues associated with the University’s resilience arrangements and take actions necessary to implement any issues identified, including escalation to the Senior Management Team and/or University Management Group as appropriate;
· Monitor the extent of compliance with the processes in place and the aims of the University;
· Facilitate discussions between units within the University on interdependencies regarding matters of resilience;
· Receive regular feedback from Schools and Professional Services on resilience issues;
· Review post incident debrief reports; and
· Report at least annually to the Senior Management Team with an annual resilience report.
The Group will meet four times per year and more frequently if circumstances require it.


7.0 [bookmark: _Toc210312708][bookmark: _Hlk113360859]Specialist BC Roles
7.1 [bookmark: _Toc210312709][bookmark: _Hlk210055450]Resilience Team
The University has a Resilience Team whose role is to:
· Have strategic oversight of the development and implementation of the University’s business continuity and Resilience arrangements;
· Provide support and guidance to Schools and Professional Services on business continuity planning and resilience matters;
· Work across all services to ensure interdependencies are recognised and a consistent approach is applied across the University;
· Monitor standards and compliance with the policy across the University.
· Deliver/arrange training and exercises;
· Consult with external stakeholders to support the maintenance and development of the University’s arrangements;
· Maintain knowledge and understanding of relevant standards, guidance, and legislation;
· Develop and maintain the University’s Resilience Plan;
· Coordinate debriefings following incidents, ensuring that lessons learned are captured, collated, and distributed;
· Maintain continuous oversight of Resilience Planning to ensure it remains fit for purpose, recommending improvements where necessary.
7.2 [bookmark: _Toc210312710]Local Business Continuity Coordinators
Each School and Professional Service that holds a business continuity plan should appoint a member of staff to the role of local business continuity coordinator to provide support and guidance on business continuity planning at a local level. Where there are exceptions, through administrative or other circumstance, this should be discussed with the Business Continuity Advisor. 
Local business continuity coordinators will be responsible for developing and maintaining local business continuity Plans and supporting documentation and will be supported by the Resilience Team. 










8.0 [bookmark: _Toc210312711]References
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