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Abstract. Norms, that is, obligations, permissions and prohibitions, are
a useful abstraction to specify and regulate the actions of self-interested
software agents in open, heterogeneous systems. Any realistic account
of norms must address their dynamic nature: the norms associated with
agents will change as agents act (and interact) — prohibitions can be
lifted, obligations can be fulfilled and permissions can be revoked as a
result of agents’ behaviours. These norms may at times conflict with
one another, that is, an action may be simultaneously prohibited and
obliged (or prohibited and permitted). Norm conflicts prevent agents
from rationally deciding on their behaviour. In this paper, we present
mechanisms to detect and resolve normative conflicts. We achieve more
expressiveness, precision and realism in our norms by using constraints
over first-order variables. The mechanism to detect and resolve norm
conflicts takes into account such constraints and is based on first-order
unification and constraint satisfaction. We also explain how the mecha-
nisms can be deployed in the management of an explicit account of all
norms associated with a society of agents.

1 Introduction

Norms, that is, obligations, permissions and prohibitions, are a useful abstrac-
tion to specify and regulate the observable behaviour in electronic environments
of self-interested, heterogeneous software agents. As expressed in [2,20], these
agents are usually designed by various parties who may not entirely trust each
other. Norms also support the establishment of organisational structures for co-
ordinated resource sharing and problem solving [6, 15]. Such virtual organisations
may be supplemented with an explicit and separate set of norms. These norms
regulate the behaviour of agents and impose restrictions and preferences on the
choices from their behavioural repertoire.

Norm-regulated environments may experience problems when norms assigned
to their agents are in conflict — actions that are forbidden, may, at the same
time, be also obliged and/or permitted. For example, “Agent X is permitted
to send_bid(agi,20)” and “Agent ags is prohibited from doing send_bid(Y, Z)”



(where X,Y and Z are variables and ag;,ags and 20 are constants) are two
norms in conflict regarding action send_bid/2. Because normative conflicts may
“paralyse” a software agent, seriously compromising its autonomy, we must pro-
vide means to automatically detect and resolve such conflicts.

In this paper, we propose a means to automatically detect and resolve norm
conflicts. We make use of first-order unification [5] to find out if and how norms
overlap in their scope of influence [12]. If such a conflict is detected, a resolution
can be found by proposing a curtailment of the conflicting norms. We curtail
norms by adding constraints. For example, if we add constraint X # ag, to the
permission mentioned above, we curtail this norm such that it is relevant to any
agent other than agent ag,. The scope of influence of the permission becomes
restricted and does not overlap with the influence of the prohibition.

In the following sections we provide an overview of a model of norm-governed
agency and formally define concepts such as actions, norms and the global nor-
mative state of a society. Based on this model, we explain the detection and
resolution of conflicts between norms, and provide algorithms for managing nor-
mative states of a society.

2 Norm-Governed Agency

Our model of norm-governed agency assumes that agents take on roles within
a society or organisation and that these roles are defined by a set of norms.
Roles, as used in, e.g., [16], help us abstract from individual agents, defining a
pattern of behaviour to which any agent that adopts a role ought to conform.
We shall make use of two finite, non-empty sets, Agents = {a1,...,a,} and
Roles = {ry,...,Tm}, representing, respectively, the sets of agent identifiers and
role labels. Central to our model is the concept of actions performed by agents:

Definition 1. {(a : r,¢,t) represents a specific action ¢ (a ground first-order
atomic formula), performed by a € Agents adopting r € Roles at time t € IN.

Although agents are regarded as performing their actions in a distributed fashion
(and, therefore, contributing to the enactment of the overall system), we propose
a global account for all the actions taking place. It is, therefore, important to
record the authorship of actions and the time when it occurs. The set = stores
such tuples recording actions of agents and represents a trace or a history of the
enactment of a society of agents from a global point of view:

Definition 2. A global enactment state = is a finite, possibly empty, set of
tuples {a:r, @, t).

A global enactment state = can be “sliced” into many partial states =, = {{a:
r,@,t) € 5 ]a € Agents} containing all actions of a specific agent a. Similarly,
we could have partial states =, = {(a:7r,@,t) € Z|r € Roles}, representing
the global state = “sliced” across the various roles. We make use of a global
enactment state to simplify our exposition; however, a fully distributed (and
thus more scalable) account of enactment states can be achieved by slicing them
as above and managing them distributedly.



2.1 Norm Specification

We extend the notion of a norm as presented in [22]. We adopt the notation of
[16] for specifying norms, complementing it with constraints [11]. Constraints
are used to refine the influence of norms on specific actions. We shall make
use of numbers and arithmetic functions to build terms. Arithmetic functions
may appear infix, following their usual conventions'. A syntax for constraints is
introduced as follows:

Definition 3. Constraints, represented as v, are any construct of the form T <
T/’ where <€ {:5 7&’ >7 27 <a S}

Norms are defined as follows:

Definition 4. A norm w is a tuple (v,tq,tq, te), where v is any construct of
the form Or .ryo A N\iy Vi (an obligation), Pr ..o A N[y (a permission) or
Frim@ANieg i (a prohibition), where 71,75 are terms, ¢ is a first-order atomic
formula and ~;, 0 < ¢ < n, are constraints. The elements tq,tq,,te € IN are,
respectively, the time when v was declared (introduced), when v becomes active
and when v expires, tqg < t, < t..

Term 71 identifies the agent(s) to whom the norm is applicable and 75 is the
role of such agent(s). Or,.r,0 A \_,7: thus represents an obligation on agent
71 taking up role 7o to bring about ¢, subject to constraints ~;, 0 < ¢ < n. The
7;’s express constraints on those variables occurring in . In the definition above
we only cater for conjunctions of constraints. If disjunctions are required then
a norm must be established for each disjunct. For instance, if we required the
norm P4.gmove(A) AN A < 10V A = 15 then we must break it into two norms
P4.rmove(A) N A < 10 and P4.pmove(A) N A = 15. We assume an implicit
universal quantification over variables in v. For instance, P 4.zp(X, b, ¢) stands
for VA € Agents.VR € Roles.VX.Pa.grp(X,b,c).

We propose to formally represent the normative positions of all agents, tak-
ing part in a virtual society, from a global perspective. By “normative position”
we mean the “social burden” associated with individuals [8], that is, their obli-
gations, permissions and prohibitions:

Definition 5. A global normative state {2 is a finite and possibly empty set of
tuples w = (v, tg, ta, te).

A global normative state, expressed by {2, complements the enactment state
of a virtual society, expressed by =, with information on the normative positions
of individual agents. The management (i.e., creation and updating) of global nor-
mative states is an interesting area of research. A simple but useful approach is
reported in [7]: production rules generically depict how norms should be updated
to reflect what agents have done and which norms currently hold. Similarly to
Z, we use a single normative state {2 to simplify our exposition; however, we
can also slice 2 into various sub-sets and manage them distributedly.

1 'We adopt Prolog’s convention [1] using strings starting with a capital letter to rep-
resent variables and strings starting with a small letter to represent constants.



3 Norm Conflicts

We provide definitions for conflicts, their detection and resolution using con-
straints. Constraints confer more expressiveness and precision on norms, but the
mechanisms for detection and resolution must factor them in. We use first-order
unification [5] and constraint satisfaction [11] as the building blocks of our mech-
anisms. Unification allows us 4) to detect whether norms are in conflict and i)
to detect the set of actions that are under the influence of a norm. Initially, we
define substitutions:

Definition 6. A substitution o is a finite and possibly empty set of pairs x/T,
where x s a variable and T is a term.

We define the application of a substitution in accordance with [5] . In addition, we
describe, how substitutions are applied to norm such as obligations, permissions
and prohibitions. (X stands for either O, P or F):

¢+ o = c for a constant c.

x-0=r7-0if z/7 € 0; otherwise z -0 = .

P (T0y . Tn) 0 =D"(T0 Oy Tn - O).

(X‘FliTzQD A /\?:0 7i) c0 = (X(Tro'):(‘f'z'o')so : 0) A /\?:0(72' ! J)'
(W, ta,taste) -0 =((V-0),ta,ta, te)

GU LN

A substitution o is a unifier of two terms 71, 79, if 71 - 0 = 7.0. Unification is a
fundamental problem in automated theorem proving and many algorithms have
been proposed [5], recent work proposing means to obtain unifiers efficiently. We
shall use unification in the following way:

Definition 7. unify(r1, m2,0) holds iff T1-0 = 1o-0, for some o. unify(p™ (7o, . ..,
Tn )y P (7hs - o, 7)), 0) holds iff unify(r;,7},0),0 <i < n.

r'n

The unify relationship checks if a substitution ¢ is indeed a unifier for 7, 7o,
but it can also be used to find o. We assume that unify is a suitable implemen-
tation of a unification algorithm which 4) always terminates (possibly failing,
if a unifier cannot be found); i) is correct; and éii) has a linear computational
complexity.

3.1 Conflict Detection

Unification allows us to detect a conflict between norms. Norm conflict is formally
defined as follows:

Definition 8. A conflict arises between w,w’ € 2 under a substitution o, de-
noted as conflict(w,w’, o), iff the following conditions hold:

1w = {(Frim A Nisg Vi) tastas o), & = {(Orpirg ' A Ao 77), 85 s E2),
2. unify((11, 72, ), (11,73, ¢"), 0), satisfy(Ni—o v N (NiZo Vi - 0))
3. overlap(ta,te, ), t.).

€ ¥ar e



That is, a conflict occurs if i) a substitution o can be found that unifies
the variables of two norms?, and i) the conjunction A_, v A (Aiey7s) - o) of
constraints from both norms can be satisfied® (taking o under consideration),
and 7) the activation period of the norms overlap. The overlap relationship
holds if 4) t, <), < te;or i)t <t, <tl.

For instance, P 4.gp(c, X) A X > 50 and F,.,p(Y, Z) A Z < 100 are in conflict.
We can obtain a substitution o = {A/a, R/b,Y/c, X/Z} which shows how they
overlap. Being able to construct such a unifier is a first indication that there may
be a conflict or overlap of influence between both norms regarding the defined
action. The constraints on the norms may restrict the overlap and, therefore,
leave actions under certain variable bindings free of conflict. We, therefore, have
to investigate the constraints of both norms in order to see if an overlap of the
values indeed occurs. In our example, the permission has a constraint X > 50
and the prohibition has Z < 100. By using the substitution X/Z, we see that
50 < X < 100 and 50 < Z < 100 represent ranges of values for variables X and
Z where a conflict will occur.

For convenience (and without any loss of generality) we assume that our
norms are in a special format: any non-variable term 7 occurring in w is replaced
by a fresh variable X (not occurring anywhere in w) and a constraint X =
7 is added to w. This transformation can be easily automated by scanning w
from left to right, collecting all non-variable terms {r1,...,7,}; then we add
A1 X; = 7; to v. For example, norm P 4.gp(c, X) A X > 50 is transformed into
Parp(C,X)ANX >50AC =c.

3.2 Conflict Resolution

In order to resolve a conflict, a machinery has to be put in place that transforms
the set of norms {2 into a conflict-free set 2. We curtail norms by manipulating
constraints. In figure 1, we show how a curtailment of the prohibition changes
its scope of influence and thus eliminates the overlap between the two norms.
Specific constraints are added to the prohibition in order to perform this curtail-
ment. These additional constraints are derived from the permission. The scope
of the permission is determined by the constraints X = a and Y = r, restricting
the set of bindings for variables X and Y to values a and r. Adding a constraint
Y # r to the prohibition curtails its scope of influence and eliminates the overlap
with the scope of influence of the permission.

We formally define below how the curtailment of norms takes place. It is
important to notice that the curtailment of a norm creates a new (possibly
empty) set of curtailed norms:

2 A similar definition is required to address the case of conflict between a prohibi-
tion and a permission — the first condition should be changed to w’ = <(PT{:Té o' A
Nieo Vi), ta, o, te). The rest of the definition remains the same.

We assume an implementation of the satisfy relationship based on “off-the-shelf”
constraint satisfaction libraries such as those provided by SICStus Prolog [21] and
it holds if the conjunction of constraints is satisfiable.
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Fig. 1. Conflict Resolution with Curtailment

Definition 9. Relationship curtail(w,w’, 2), where w = (Xrimye A Ao Vis
tdsta,te) and W' = (X’T{:Tégp’ AN Vst taste) (X and X being either O,F or
P) holds iff 2 is a possibly empty and finite set of norms obtained by curtailing
w with respect to w'. The following cases arise:

1. If conflict(w,w’, o) does not hold then 2 = {w}, that is, the curtailment of
a non-conflicting norm w is w itself.

2. If conflict(w,w’, o) holds, then 2 = {w§,...,ws,}, where wi = Xepm@ A
Nimo¥i A (=7} - 0) tastas te), 0 < j < m.

In order to curtail w, thus avoiding any overlapping of values its variables may
have with those variables of w’, we must “merge” the negated constraints of w’
with those of w. Additionally, in order to ensure the appropriate correspondence
of variables between w and w’ is captured, we must apply the substitution o
obtained via conflict(w,w’, o) on the merged negated constraints.

By combining the constraints of v = X;,.,¢0 A Ai_yv: and v/ = X/T{:ré o' A
NLo 7> we obtain the curtailed norm v* = Xr,.r,0 A Ai_g%i A ﬁ(/\;“zo v o).
The following equivalences hold:

n

m n m
xn:‘l’gsp A /\ Vi A _'(/\ Py; ’ J) = X7—1:7—2(P A /\ Vi A (\/ —V}/; ’ U)
i=0 =0 i=0 J=0

That is, Vj_o(Xriim® A NiZg i A (7] - 0)). This shows that each constraint
of ' leads to a possible solution for the resolution of a conflict and a possible
curtailment of v. The curtailment thus produces a set of curtailed norms vi =
XeyeraP(t1s oo tn) ANZg v A=Y - 0,0 < j < m.

Although each of the 1/]”-‘, 0 < j < m, represents a solution to the norm
conflict, we advocate that all of them have to be added to {2 in order to replace
the curtailed norm. This would allow a preservation of as much of the original
scope of the curtailed norm as possible. As an illustrative example, let us suppose
an {2 with the following norm w,

= {<FA:Rp(C,X) ANC=cNX > 50,td,ta,te>}



If we try to introduce a new norm w’ = (Pp.sp(Y,Z)AB =aAS =rAZ >
100,t,t/,,t.) to (2, then we have a conflict. This conflict can be resolved by
curtailing one of the two conflicting norms. The constraints in w’ are used to
create such a curtailment. Using o, we construct copies of w, but adding —} - o
to them. In our example, the constraint Z > 100 becomes =(Z > 100)-o, that is,
X < 100. With the three constraints contained in w’, three options for curtailing
w can be constructed. A new {2’ is constructed, containing all the options for
curtailment:

(Pe:sp(Y,Z)AB=aAS=rAZ>100,t,,t. ,t)

o = (FaA:rp(C,X)ANC =cAX >50 NA#a,tg,ta,te)

T )Y (Farp(C,X)ANC =cAX >50 ANR# 71, tg,ta,te)
(FA:rp(C,X)ANC =cAX >50 ANX <100,tq,tq,te)

For each =y} -0 (A # a, R # r and X < 100 in our example), the original
prohibition is extended with one of these constraints and added as a new, more
restricted prohibition to £2’. Each of these options represents a part of the scope
of influence regarding actions of the original prohibition w, restricted in a way
such that a conflict with the permission is avoided. In order to allow a check
whether any other action that was prohibited by w is prohibited or not, it is
necessary to make all three prohibitions available in (2. If there are other con-
flicts, additional curtailments may be necessary.

3.3 An Implementation of Norm Curtailment

We show in Figure 2 a prototypical implementation of the curtailment process as
a logic program. We show our logic program with numbered lines to enable the
easy referencing of its constructs. Lines 1-7 define curtail, and lines 8-14 define

1 curtail(w, w’, 2) «—

2 w/: <XT/1:T2¢ //\ /\?:n‘{ 77"7/td7/tar’/ta>//\

3 W= (XT{:Té‘P /\/\J=0"/]‘vtd7taate>/\

4  conflict(w,w’, o)A

5 merge([(=7g - 0)s- -, (Y - O] (Afsg ¥i), DA
6 setof ((Xryirg@ AL ta, ta, te), member (I, T'), 2)
7 curtail(w, w’, {w})

8 merge([], -, []) A

9 merge([(=" - 0)[Gs], (Ni_g vi), [TIT]) <
10 satisfy(Alg ) A (o - 0))A

1 I'=(AiZovi) A (= 'AU)/\

12 merge(Gs, (N/—g Vi), 1)

13 merge([-|Gs], (Ni—o Vi), ') <

14 merge(Gs, (Ni—g i), I)

Fig. 2. Implementation of curtail as a Logic Program

an auxiliary predicate merge/3. Lines 1-6 depict the case when the norms are
in conflict: the test in line 4 ensures this. Line 5 invokes the auxiliary predicate



merge/3 which, as the name suggests, merges the conjunction of +;’s with the
negated constraints *y;»’s. Line 6 assembles {2 by collecting the members I" of the

list I’ and using them to create curtailed versions of w. The elements of the list
I' assembled via merge/3 are of the form (A7) A (= - o) — additionally,
in our implementation we check if each element is satisfiable* (line 10). The
rationale for this is that there is no point in creating a norm which will never be
applicable as its constraints cannot be satisfied, so these are discarded during
their preparation.

3.4 Curtailment Policies

Rather than assuming that a specific deontic modality is always curtailed®, we
propose to explicitly use policies determining, given a pair of norms, which one
is to be curtailed. Such policies confer more flexibility on our curtailment mech-
anism, allowing for a fine-grained control over how norms should be handled:

Definition 10. A policy 7 is a tuple (w,w’, (N i) establishing that w should
be curtailed (and w' should be preserved), if (N, i) hold.

A sample policy is ((Fa.rp(X,Y), Ty, To, Te), (Pa:rp(X,Y), T4, T.,T0), (Ty <
T})). It expresses that any prohibition held by any agent that corresponds to
the pattern F4.zp(X,Y") has to be curtailed, if the additional constraint, which
expresses that the prohibition’s time of declaration Ty precedes that of the per-
mission’s 77, holds. Adding constraints to policies allows us a fine-grained control
of conflict resolution, capturing classic forms of deontic conflict resolution — the
constraint in the example establishes a precedence relationship between the two
norms known as legis posterior (see section 6 for more details). We shall represent
a set of such policies as I1.

3.5 Management of Normative States

The algorithm shown in figure 3 depicts how to obtain a conflict-free set of
norms. It describes how an originally conflict-free (possibly empty) set £2 can be
extended in a fashion that resolves any emerging conflicts during norm adoption.
With that, a conflict-free (2 is always transformed into a conflict-free 2’ that may
contain curtailments. The algorithm makes use of a set IT of policies determining
how the curtailment of conflicting norms should be done. Policies determine
whether the new norm w is curtailed in case of a conflict or whether a curtailment
of one of the existing w’ € {2 should be done. When a norm is curtailed, a set
of new norms replace the original norm. This set of norms is collected into £2”
by curtail(w,w’, 2”). A curtailment takes place if there is a conflict between
w and w’. This test creates a unifier o that is re-used in the policy test. When

* In our implementation we made use of SICStus Prolog [21] constraint satisfaction
libraries [10].

51In [22], for instance, prohibitions are always curtailed. This ensures the choices on
the agents’ behaviour are kept as open as possible.



algorithm adoptNorm(w, 2, I, 27)
input w, 2,11
output 2’

else
for each w’ € 2 do
// test for conflict
if unify(w,w’, o) then
// test policy
if <W7rvw;-7 (/\1":0 vi)) € II and
unify(w, wy, o) and
unify(w’,w’, o) and
satisfy (Ao (i - )

then
curtail(w, w’, 2)
Q' =0un”
else

// test policy

if <W;7 wr, (Ai=g vi)) € I and
wnify (@, wn o) and
unify(w’, w! , o) and
satisfy( A" (v - @)

then
curtail(w’, w, 2")
2= (2 - {w'}Hu{Hwrun

endfor
end

Fig. 3. Norm Adoption Algorithm

checking for a policy that is applicable, the algorithm uses unification to check
(a) whether w matches/unifies with w, and w’ with w/; and (b) whether the
policy constraints hold under the given o. If a previously agreed policy in IT
determines that the newly adopted norm w is to be curtailed in case of a conflict
with an existing w’ € (2, then the new set (2’ is created by adding 2" (the
curtailed norms) to (2. If the policy determines a curtailment of an existing
w’ € 2 when a conflict arises with the new norm w, then a new set 2’ is formed
by a) removing w’ from {2 and b) adding w and the set £2”.

As well as adding norms to normative states we also need to support their re-
moval. Since the introduction of a norm may have interfered with other norms,
resulting in their curtailment, when that norm is removed we must undo the
curtailments it caused, that is, we must r0ll back the normative state to a pre-
vious form. In order to allow curtailments of norms to be undone, we record the
complete history of normative states representing the evolution of normative
positions of agents:

Definition 11. H is a non-empty and finite sequence of tuples (i, 2,w, ), where
1 € IN represents the order of the tuples, {2 is a normative state, w is a norm
and w is a policy.

We shall denote the empty history as ( ). We define the concatenation of se-
quences as follows: if H is a sequence and h is a tuple, then H e h is a new
sequence consisting of H followed by h. Any non-empty sequence H can be de-



composed as H = H' e h @« H", H' and/or H" possibly empty. The following
properties hold for our histories H:

1. H={0,0,w,7) e H’
2. H — H/ ° <,L’ I(2/70.)/771_/> ° <Z + 1’ Q”,w”’ﬂ-//> .H//
3. adoptNorm(w;, £2;,{mi}, 2i11)

The first condition establishes the first element of a history to be an empty (2.
The second condition establishes that the tuples are completely ordered on their
first component. The third condition establishes the relationship between any
two consecutive tuples in histories: normative state 2,11 is obtained by adding
w; to £2; adopting policy ;.

‘H is required to allow the retraction of a norm in an ordered fashion, as not
only the norm itself has to be removed but also all the curtailments it caused
when it was introduced in {2. H contains a tuple (i, {2, w, ) that indicates the
introduction of norm w and, therefore, provides us with a normative state {2
before the introduction of w. The effect of the introduction of w can be reversed
by using {2 and redoing (performing a kind of roll-forward) all the inclusions of
norms according to the sequence represented in H via adoptNorm.

This mechanism is detailed in Figure 4 as algorithm removeNorm describing
how to remove a norm w given a history H; the algorithm outputs a normative
state £2 and an updated history H’ and works as follows. Initially, the algorithm
checks if w indeed appears in H — it does so by matching H against a pattern of a
sequence in which w appears as part of a tuple (notice that the pattern initialises
the new history H'). If there is such a tuple in H, then we initialise 2 as (2,

algorithm removeNorm(w, H, 2, H)
input w, H
output 2, H’
begin
ifH="H o (k,Qu w,mr)e o (n, 2, wn,Ty)
then
begin
2=
fori=k+1ton do
adoptNorm (w;, 2, {m;}, ")
H =H o (i, 2, w;,7;)
=09
endfor
end
else
begin
H="H"e (n, 2n, wn, Tn)
N:=0, H =H
end
end

Fig. 4. Algorithm to Remove Norms

that is, the normative state before w was introduced. Following that, the for
loop implements a roll forward, whereby new normative states (and associated



history H’ are computed by introducing the w;, k + 1 <4 < n, which come after
w in the original history H. If w does not occur in any of the tuples of H (this
case is catered by the else of the if construct) then the algorithm uses pattern-
matching to decompose the input history H and obtain its last tuple — this is
necessary as this tuple contains the most recent normative state 2, which is
assigned to {2; the new history H’ is the same as H.

4 Norm-Aware Agent Societies

With a set {2 that reflects a conflict-free global normative situation, agents can
test whether their actions are norm-compliant. In order to check actions for
norm-compliance, we, again, use unification. If an action unifies with a norm,
then it is within its scope of influence:

n
%

Definition 12. (a : r,¢,t), is within the scope of influence of (Xr:ry @ AN N\i—o Vi

tasta,te) (where X is either O, P or F) iff the following conditions hold:

1. unify«a, T, 95>a <7—17 T2, 90>7 J) and satisfy(/\?:o Yi* 0)
2. t, <t<t,

This definition can be used to establish a predicate check/2, which holds if its
first argument, a candidate action (in the format of the elements of = of Def. 2),
is within the influence of an prohibition w, its second parameter. Figure 5 shows

check(Action,w) «—
Action = (a:r, @, t)A
W= <(F711T290 A /\?:0 Yi)s td, ta, t6>/\
unify(<a7 T, <»5>7 <T17 T2, (P>, U) A Satisfy(/\?:o Vi U)A
la <t < te

Fig. 5. Check if Action is within Influence of a Prohibition

the definition of this relationship as a logic program. Similarly to the check of
conflicts between norms, it tests 4) if the agent performing the action and its role
unify with the appropriate terms 71,7 of wj; i) if the actions @, ¢ themselves
unify; and %) the conjunction of the constraints of both norms can be satisfied,
all under the same unifier o. Lastly, it checks if the time of the action is within
the norm temporal influence.

5 Indirect Conflicts

In our previous discussion, norm conflicts were detected via a direct comparison
of atomic formulae representing actions. However, conflicts and inconsistencies
may also arise indirectly via relationships among actions. For instance, if we



consider that an agent holds the two norms P4.zp(X) and Fa.pq(X,X) and
that the action p(X) amounts to the action ¢(X, X), then we can rewrite the
permission as P4.rq(X, X) and identify an indirect conflict between these two
norms. We use a set of domain azxioms in order to declare such domain-specific
relationships between actions:

Definition 13. The set of domain azioms, denoted as A, are a finite and possi-
bly empty set of formulae ¢ — (P A--- Agl) where p, 9}, 1 <1i <n, are atomic
first-order formulae.

In order to accommodate indirect conflicts between norms based on domain-
specific relationships of actions, we have to adapt our conflict detection mecha-
nism. With the introduction of domain axioms, a test has to be performed for
conflict involving each of the conjuncts in the right-hand side of the formula
representing the domain axiom. For example, if the set of domain axioms is A =
{(p(X) — ¢(X,X) Ar(X,Y))} and we have a permission (P4.gp(X),tq,ta,te),
then, according to our domain axiom, actions ¢(X, X) and r(X,Y) are also per-
mitted. If there are two prohibitions (F 4.rq(X, X), tq, ta,te) and (F4.zr(X,Y),
td,ta,te), then an indirect conflict occurs between the permission and both pro-
hibitions.

We now revisit Definition 8 and extend it to account for relationships among
actions:

Definition 14. An indirect conflict arises between two norms w,w’ under a set
of domain azioms A, denoted as conflict” (A, w,w’), iff:

1. conflict(w,w’, o), or

2. w= <(X7‘1:7'2§0/\/\?:0 ’)’i)vtdataate% there is an axiom (90/ - (Qoll/\ ! A@;n)) €
A such that unify(e,¢’,0"), and \/;~, conflict” (A, ((Xr,:r, 05 A Nio Vi), tas
ta> te> : Ulvw/);

The above definition recursively follows a chain of indirect conflicts, looking for
any two conflicting norms. Case 1 provides the base case of the recursion, check-
ing if norms w,w’ are in direct conflict. Case 2 addresses the general recursive
case: if a norm X (that is, O, P or F) on an action ¢ unifies with ¢’ on the
left-hand side of a domain axiom (¢ — (@] A---A),)) € A, then we “trans-
fer” the norm from ¢ to ¢f,...,¢},, thus obtaining ((X;,..,¢5 A Ai_g i), s
ta,te), 1 <i < m.If we (recursively) find an indirect conflict between w’ and at
least one of these norms (that is, a disjunction), then an indirect conflict arises
between the original norms w,w’. It is important to notice that the substitution
o’ that unifies ¢ and ¢’ is factored in the mechanism: we apply it to the new
©is in the recursive call(s).

Domain axioms may also accommodate the delegation of actions between
agents. Such a delegation transfers norms across the agent community and, with

that, also conflicts. We introduce a special logical operator ¢%(¢3A~ Apl)
to represent that agent 7 adopting role 7o can transfer any norms on action ¢
to agent 77 adopting role 74, which should carry out actions ¢} A--- A, instead.
We formally capture the meaning of this operator as follows:



. 1o
T1:TQ 71,72( /
_—

3. w=((Xr:im 90/\/\?:0 Vi) tds ta, te), there is a delegation aziom (¢ ) A
A <plm)) € A? s.1. unify<<(p77—177-2>a <(pl77-{77-é>’ OJ); and VZil COl’lﬂiCt*(Aa
((Xeging @5 A Nig Yi): tas tas te) - 0, w)

That is, we obtain a domain axiom and check if its action, role and agent unify
with those of w. The norm will be transferred to the new actions (@] A---Apl))
but these will be associated with a possibly different agent/role pair 71:75. The
new norms are recursively checked and if at least one of them conflicts with w’,
then an indirect conflict arises. A mechanism should be added to detect loops in
delegation.

6 Related Work

Efforts to keep law systems conflict-free can be traced back to the jurispruden-
tial practice in human society. Inconsistency in law is an important issue and
legal theorists use a diverse set of terms such as, for example, normative in-
consistencies/conflicts, antinomies, discordance, etc., in order to describe this
phenomenon. There are three classic strategies for resolving deontic conflicts
by establishing a precedence relationship between norms: legis posterior — the
most recent norm takes precedence, legis superior — the norm imposed by the
strongest power takes precedence, and legis specialis — the most specific norm
takes precedence [14]. Early investigations into norm conflicts were outlined in
[17], describing three forms of conflict/inconsistency as total-total, total-partial
and intersection. These are special cases of the intersection of norms as described
in [13] — a permission entailing the prohibition, a prohibition entailing the per-
mission or an overlap of both norms.

In [18,19], aspects of legal reasoning such as nonmonotonic reasoning in law,
negation and conflict are discussed. It is pointed out that legal reasoning is often
based on prima facie incompatible premises, which is due to the defeasibility
of legal norms and the dynamics of normative systems, where new norms may
contradict older ones (principle of legis posterior), the concurrence of multiple
legal sources with normative power distributed among different bodies issuing
contradicting norms (principle of legis superior), and semantic indeterminacy.
To resolve such conflicts, it is proposed to establish an ordering among norms
according to criteria such as hierarchy (legis superiori), chronology (legis pos-
teriori), speciality (exception to the norm are preferred) or hermeneutics (more
plausible interpretations are preferred).

The work presented in [13] discusses in part these kinds of strategies, propos-
ing conflict resolution according to the criteria mentioned above.

In [4] we find an analysis of different normative conflicts (albeit an informal
one, in spite of its title) in which the authors suggest that a deontic inconsistency
arises when an action is simultaneously permitted and prohibited — since a per-
mission may not be acted upon, no real conflict actually occurs. The situations
when an action is simultaneously obliged and prohibited are, however, deontic
conflicts, as both obligations and prohibitions influence behaviours in a conflict-
ing fashion. We notice that our approach to detecting deontic conflict can capture



the three forms of conflict/inconsistency of [17], viz. total-total, total-partial and
intersection, respectively, when the permission entails the prohibition, when the
prohibition entails the permission and when they simply overlap. Finally, we
notice that the world knowledge explained in [4], required to relate actions, can
be formally captured by our indirect norm conflicts depicted in Section 5.

The work presented in this paper is an adaptation and extension of [22,13]
and [9], also providing an investigation into deontic modalities for representing
normative concepts [3,20]. In [22], a conflict detection and resolution based on
unification is introduced: we build on that research, introducing constraints to
the mechanisms proposed in that work.

7 Conclusions and Future Work

We have presented a novel mechanism to detect and resolve conflicts in norm-
regulated environment. Such conflicts arise when an action is simultaneously
obliged and prohibited or, alternatively, when an action is permitted and pro-
hibited. We introduce norms as first-order atomic formulae to whose variables
we can associate arbitrary constraints — this allows for more expressive norms,
with a finer granularity and greater precision. The proposed mechanism is based
on first-order unification and constraint satisfaction algorithms, extending the
work of [22], addressing a more expressive class of norms. Our conflict resolution
mechanism amounts to manipulating the constraints of norms to avoid overlap-
ping values of variables — this is called the “curtailment” of variables/norms.
A prototypical implementation of the curtailment process is given as a logic
program and is used in the management of the normative state of an agent so-
ciety. We have also introduced an algorithm to manage the adoption of possibly
conflicting norms, whereby explicit policies depict how the curtailment between
specific norms should take place, as well as an algorithm depicting how norms
should be removed, thus un-doing the effects of past curtailments.

We are currently exploiting our approach in mission-critical scenarios [23],
including, for instance, combat and disaster recovery (e.g. extreme weather con-
ditions and urban terrorism). Our goal is to describe mission scripts as sets of
norms: these will work as contracts that teams of (human and software) agents
can peruse and make sense of. Mission-critical contracts should allow for the
delegation of actions and norms, via pre-established relationships between roles:
we have been experimenting with special “count as” operators which neatly
capture this. Additionally, our mission-critical contracts should allow the rep-
resentation of plan scripts with the breakdown of composite actions down to
the simplest atomic actions. Norms associated with composite actions will be
distributed across the composite actions, possibly being delegated to different
agents and/or roles.
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