UNIVERSITY OF ABERDEEN


RISK MANAGEMENT POLICY & PROCEDURES


1	INTRODUCTION

This document sets out the new policy and procedures for Risk Management within the University and replaces earlier documentation.  

The risk management process is formally integrated with the University’s strategic planning process and the monitoring of performance against objectives.  There is also a close interface between the University’s risk management and audit functions.  The University Audit Committee requires to be satisfied as to how institutional key risks are identified, evaluated and managed and states its opinion of the University’s management of risk in the Audit Committee Annual Report to the University Court and the Scottish Funding Council. 

The University Register of Strategic (or Corporate) Risks directly correlates with the University’s strategic aims and institutional Key Performance Indicators within the Strategic Plan (2011 - 2015).  The register is an electronic document to which appropriate staff will have read-only access, with designated “Risk Champions” in each area of activity having responsibility for notifying updates to the Risk Co-ordinator within Policy, Planning and Governance.

The University Register of Strategic Risks will be updated in conjunction with the development of the Strategic Plan, ensuring continuing consistency between strategic objectives and strategic risks.

In 2011-12, the risk management model is being extended to, and adopted at College, School and Directorate levels.  This will embed risk management across all activities and provide a visible and integrated risk management system whereby local risk registers inform the institution-wide risk management process and Register, and vice versa.  Heads of College and Directors are responsible for ensuring that the model is rolled out to Schools and administrative sections, with appropriate local re-calibration of Likelihood and Impact scoring.

The new process is being rolled out to all University Projects. In the transitional period, projects should continue to submit regularly-updated Risk Assessments to meetings of the Risk Management Committee.

Risk will be a standing agenda item on all University Committees and Advisory Groups.

2 	WHY RISK MANAGEMENT?

We manage our Risks in order to ensure that we achieve our objectives.

The benefits of undertaking Risk Management include:
· Making achievement of objectives more likely
· Making damaging events less likely
· Reducing the time spent on “fire-fighting”
· Leading to a more efficient use of capital and resources
· Improving the quality of service
· Supporting better planning
· Enabling a more effective exploitation of opportunities
· Promoting collaborative working
· Informing decision-making
· Providing assurance to stakeholders
· Protecting the University’s reputation
· Facilitating improved performance

Risk Management is not a bureaucratic form-filling exercise, it is a way to organise and record our thoughts, integrating planning into all of our activities.

3	DEFINITIONS

3.1	RISK

The HM Treasury “Orange Book” which is regarded as the “standard text” for Public Sector Risk Management practice, defines a risk as being:

“Any uncertainty of outcome, positive opportunity or negative threat, of actions and events in the delivery of objectives.” (HM Treasury: Assurance, 2004)

It is important to recognise the difference between a risk and an issue.  

· If something has an uncertain outcome, it is a Risk
· If there is no uncertainty, it is an Issue

Examples of Issues, which the University manages through its normal working practices include; compliance with the terms of software licensing arrangements; budgetary control; and implementation of Research Council governance and ethics requirements.

The University Register of Strategic Risks will contain only Risk items, of an agreed financial value or correspondingly severe level of impact, as defined at 3.4 and 3.5 below, which impact upon institutional objectives.  These objectives are as stated in the current Strategic Plan.

At College/Directorate level, Risk Registers will contain only Risks to the achievement of College/Directorate objectives as stated in Operational Plans.  Such plans will interface with the University’s Strategic Plan through operationalisation of the University’s strategic objectives.

3.2	UNIQUE RISK REFERENCES

Each Risk will be allocated a unique reference number, which it will retain in perpetuity, and will appear in a single SORF category as described below (3.6).

3.3	THE IDENTIFICATION AND STATEMENT OF RISKS

	It is the responsibility of all members of staff to identify risks to the University achieving its objectives, and to notify them to the Risk Champion in their area.  (See 4, Roles and Responsibilities)

	The title of a Risk appearing on the Risk Register should be concise but contain sufficient information to distinguish it from the others.

	The description of a risk (documented within a Risk Action Plan, see Templates and 3.8 below) should include some background on its causes and impact upon objectives.

	The following simple example is taken from the “Orange Book”:

	Objective – to travel from A to B for a meeting at a certain time

	Failure to get from A to B on time for the meeting
	This is not a risk, this is simply the converse of the objective

	Being late and missing the meeting
	This is a statement of the impact of the risk, not the risk itself

	There is no buffet on the train so I get hungry
	This does not impact on achievement of the objective

	Missing the train causes me to be late and miss the meeting
	This is a risk which can be controlled by making sure I allow plenty of time to get to the station

	Severe weather prevents the train from running and me from getting to the meeting
	This is a risk which I cannot control, but against which I can make a contingency plan






3.4	THE UNIVERSITY’S RISK APPETITE

Risk Management requires the defining of an organisation’s Risk Appetite.  This means; 

“the extent to which the University is tolerant of or averse to Risk.”

The University Court agreed (7 December 2010) that this be defined as being “not beyond Major” (Impact) and with corresponding Likelihood graded at 4 or above in the scale noted at 3.5 below.

Such Risks will appear in the Red/Amber shaded areas of the Risk Map (see 3.7 below).

3.5	LIKELIHOOD AND IMPACT

Risks require to be scored to reflect the Likelihood of their occurring and their Impact if they were to occur.  The basis of University-level scoring is as follows:

Likelihood is to be graded at 6 levels:

	>1 in 10
	Is expected to occur in most circumstances
	6

	1 in 11 – 100
	Will probably occur
	5

	1 in 101 – 1000
	Could occur at some time in the future
	4

	1 in 1001 - 10,000
	Might occur, but doubtful
	3

	1 in 10,001 - 100,000
	May occur, but only in exceptional circumstances
	2

	<1 in 100,001
	Extremely unlikely to occur
	1



Impact is to be graded at 6 levels:

	Severe
	6

	Major
	5

	Highly Significant
	4

	Significant
	3

	Measurable
	2

	Negligible
	1



For visual clarity, a “traffic light” system is used with Level 1 Risks showing as Green, and Level 6 as Red.

The following grid is calibrated for the Corporate level Risk Register.  At Operational and Project level, financial risk should be re-calibrated to reflect the proportionate risk to the total budget.  For further information, see section 3.11 below.
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3.6	CATEGORIES OF RISK

There are a number of recognised categorisations of Risk.  The University has adopted the acronym SORF (Strategic, Operational, Regulatory and Financial) to categorise its Objectives and therefore the associated Risks.  

	Strategic
	Risk to key institutional aspiration/s

	Operational
	Risk affecting service/s to staff / students 

	Regulatory
	Risk to meeting legal / statutory responsibilities 

	Financial
	Risk affecting funding



Ideally, each Risk will be allocated to only one category, according to its main criteria.  For example, a risk associated with carbon management might be Regulatory or Financial depending on the University’s stated Objective.  

3.7	RISK MAP

Each Risk will be scored for Likelihood and Impact, and the results automatically plotted on a Risk Map within the electronic Risk Register document.  The Residual or Net Risk score will be used (See 3.8).

See Appendix for the Sample Risk Map

3.8	RISK MANAGEMENT AND MITIGATION

Each Risk will have a corresponding Risk Action Plan, which will be updated by the Risk Owner or their designated nominee (Risk Manager).  The Risk Owner is the relevant member of the University Management Group with overall ownership of the associated strategic objective.  Within the Colleges, it is proposed that the Risk Owners’ designated nominees, with responsibility for updating the Risk Action Plan, be the College Registrar.  The College Registrar will have the role of Risk Champion within their College. This satisfies the internal audit recommendation that in addition to having a Risk Register, each College or Department should have a Risk Champion, distinct from the Risk Owner.

The following diagram demonstrates the “flow” from Identification through Assessment and Management:





Within the Risk Action Plan template:

· Risk Background indicates Inherent Risk Score (before mitigating actions are taken)
· Current Controls indicate Residual Risk Score (in real time, as mitigating actions are taken). This is sometimes referred to as Gross or Net Risk.

See Appendix for sample Risk Action Plan

Within the Risk Action Plan, a decision has to be taken whether to;
· Transfer
· Treat
· Tolerate		or
· Terminate

the activities associated with the Risk.  Such decisions will take into account the University’s overall Risk Appetite (see 3.4 above).

Transfer of a Risk will include consideration of Insurable Risk through the Risk Management Committee Sub-Committee. 

Treatment comprises mitigating activities which change either the likelihood or the consequences of the risk and any benefits or compromises should be documented within the Risk Action plan.  The relative costs and benefits of Treatment must be considered within this decision-making process.

Toleration of a Risk likewise requires consideration of the continuing costs/benefits associated with the activity.

Termination of an activity may occur where the costs (e.g. financial or reputational) significantly outweigh the benefits or where the activity is no longer in line with the University’s Strategic Objectives.

3.9	IMPROVEMENT OPPORTUNITIES

In reviewing the Risk Register, the University will consider opportunities for Improvement using the following grids:

Ability to Manage

	Weighting
	Description
	Explanation

	1
	Unmanageable
external risk
	Organisation has (essentially) no ability to
influence the risk or its consequences e.g.
introduction of new general legislation

	2
	External risk with limited ability to manage
	Organisation has only limited ability to
influence the risk or its consequences e.g.
introduction of changes to fire service at
national level

	3
	External risk with significant ability to
manage
	Organisation can influence the impact and/or
likelihood of occurrence e.g. arson, computer
hacking

	4
	Internal risk that is not fully manageable
	Organisation can largely influence the impact
and/or likelihood of occurrence e.g. staff
retention, machinery breakdown

	5
	Internal risk that is essentially fully manageable
	Organisation can wholly influence the impact
and/or likelihood of occurrence e.g.
overspend/ delay on project execution






Effectiveness of Current Controls

	Weighting
	Description
	Explanation

	1
	Excellent
	Mitigation measures at or above global best
practice level (independently assessed)

	2
	Good
	Good mitigation measures in place, regularly
reviewed and good knowledge by all in activity

	3
	Average
	Formal mitigation measures in place, or part of
Standard Operating Procedures

	4
	Poor
	Minimum, or legal minimum mitigation measures in place

	5
	No Mitigation
	No or negligible formal mitigation measures in
place



3.10	FREQUENCY OF REVIEW OF UNIVERSITY RISK REGISTER

The University Register of Strategic Risks will be subject to formal review by the University Operating Board twice per year.

The Main Grant Letter from the Scottish Funding Council in March each year represents a major “trigger point” and therefore the Register will be reviewed in April and October for presentation to the Risk Management Committee at its meetings in May and November respectively.

As the Register is derived from the University’s Strategic Plan, it is closely tied to the University’s business objectives for the next one to three years, with associated Key Risk Indicators.  Therefore, the evaluation of risks to achieving the University’s stated objectives forms an integral part of the annual planning process.  Each of the stated objectives is linked to a committee or formal group within the corporate governance structure, and also to an individual (or set of individuals), who is responsible for delivering the objectives and managing the attendant risks, the Risk Owner/s.

3.11	LOCAL RISK ASSESSMENTS

The production of local risk assessments at Project, School, College, and Directorate level is devolved to these areas, using the standard template, with appropriately re-calibrated levels of Likelihood and Impact for financial risk.  It is suggested that 1 - 5% of the total budget be considered “Highly Significant”, with appropriate values for lower and higher levels of impact:

	Severity
	Corporate level
	As a percentage of total budget, also applicable at Operational and Project levels
	Impact

	
	 >£15M
	>15%
	6 - Severe

	
	£5M - £15M
	15%-5%
	5 - Major

	
	£1M - £5M
	5%-1%
	4 – Highly Significant

	
	£501k - £1M
	1% -0.5%
	3 - Significant

	
	£101k - £500k
	0.5%-0.1%
	2 - Measurable

	
	< £100K
	<0.1%
	1 - Negligible




College Executives and the various Directorate Committees (e.g. Estates, Finance, HR) will consider their respective Risk Registers as a standing agenda item, with Committee Clerks updating the local Risk Registers after each meeting.  Any changes made will be traceable to their author and highlighted.

Project-level Risk Registers, using the same template, are reviewed at each Project Board meeting and considered by the University Risk Management Committee at each of its meetings.

Risks may be escalated to the University Register of Strategic Risks by a Head of College or Director through representation on the University Management Group.  For example, risks which occur at School-level across a large number of Schools may have a cumulative impact which warrants their consideration for inclusion in the University Register of Strategic Risks.  Such discussions will occur at the University Management Group.

3.12	CENTRAL COORDINATION OF RISK
 
While Risk Owners will carry responsibility for regular maintenance of “their” Risk Action Plans, it will be the responsibility of the Clerk to the Risk Management Committee (within Policy, Planning & Governance) to co-ordinate proposed changes to the University Register of Strategic Risks, on a twice-yearly cycle.  As noted (at 3.8 above), such updates are expected to occur in April and October, for report to the Risk Management Committee in May and November each year.  Guidance on use of the electronic templates may also be sought from the Clerk to the Risk Management Committee.

The Risk Management Committee will continue to receive reports on major Projects from the respective Project Boards, but will also receive reports from the University Management Group, whose membership includes those to whom risk management and the production of local risk assessments in their business areas is devolved (addressing the possibility that the Risk Management Committee may have insufficient information to challenge a risk assessment).  Each of the stated objectives and risks will be related to a committee or formal group within the corporate governance structure who will be responsible for monitoring the risks, and also to those with direct responsibility for delivering the objectives within the Risk Action Plans and managing the risks (the Risk Owners).

The Risk Management Committee will consider the various risk reports with reference to the institutional stated Key Performance Indicators and University Register of Strategic Risks.  It will also receive Health and Safety Committee risk assessments and reports.  

The following flow chart sets out Risk Management Roles and Responsibilities.
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5	MEASURING THE EFFECTIVENESS OF THE RISK MANAGEMENT PROCESS

5.1	INTERNAL AUDIT

As indicated (at 2 above) the Audit Committee must be satisfied as to the University’s Risk Management arrangements.  The Risk Management processes are also subject to review by the University’s internal auditors both formally through the internal audit process and through the auditor’s reliance on the University Register of Strategic Risks in formulating its 3-year Audit Needs Assessment.  The University’s External Auditors also take account of the University Register of Strategic Risks.

5.2	KEY PERFORMANCE INDICATORS FOR THE RISK MANAGEMENT PROCESS

The Risk Management Committee will receive regular reports on the effectiveness of Risk Management processes against agreed Key Performance Indicators.

6	USE OF THE ELECTRONIC TEMPLATES

Following the finalisation by the Risk Management Committee of the development of a first University Register of Strategic Risks, it is intended that the Risk Owners take responsibility for the maintenance of the Risk Action Plan attached to “their” Risks, either personally or by delegation to a nominated individual in their area.  Within Colleges, it is proposed that this role be taken on by College Registrars (see 4 Roles and Responsibilities).

The Risk Register is an Excel 2007 file which does not retain full functionality in earlier versions of Excel.  Template users should therefore contact DIT for a software upgrade and appropriate training if required.

7	REVIEW OF PROCEDURES

It is proposed that these procedures be reviewed after a full year of operation of the new arrangements.
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		Risk Action Plan

		Date:										Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category								Category						Financial





				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives





				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

												0















				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage						0

						Effectiveness of current controls

				Description of Activity						Comments













				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

												0



				Review Date



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





Corporate Risk Register

		CORPORATE RISK REGISTER


		UPDATE/ ISSUE DATE:  21 March 2011


		Risk ID		Risk description		Category/Type		Linked Strategic Objectives		Risk Owner		Risk Manager		Risk Score
(net)

		2011-01		Long term loss of key asset in the Estate		Operational		6, Enabling		Director of Estates		Director of Estates		4

		2011-02		Interruption to Key Utilities		Operational		6, Enabling		Director of Estates		Director of Estates		8

		2011-03		Inability to recruit and retain high-calibre staff		Operational		4, Internationalisation; 6, Enabling		Senior Vice-Principal		0		25

		2011-04		Absence of key staff due to illness such as stress		Operational		6, Enabling		Director of Human Resources		0		12

		2011-05		Revocation of Border Agency License:  Staff		Regulatory		6, Enabling		Director of Human Resources		0		10

		2011-06		Risk of Death or Serious Injury		Operational		6, Enabling		Principal		0		5

		2011-07		Long-term loss of IT infrastructure		Operational		6, Enabling		Director of Information Technology		0		12

		2011-08		Loss of Business-Critical Data		Strategic		6, Enabling		Director of Information Technology		0		16

		2011-09		Failure to improve Research performance compared to competitors		Strategic		2, Research & Knowledge Exchange; 3, Interdisciplinary Research Themes		Vice-Principal
 (Research & Commercialisation)		0		20

		2011-10		Failure to meet student expectations		Strategic		1, Learning & Teaching		Vice-Principal
(Learning & Teaching)		0		6

		2011-11		Failure to achieve optimum student population mix:  PGT / PGR / International / UG		Strategic		1, Learning & Teaching; 4, Internationalisation		Secretary to the University		0		15

		2011-12		Failure to complete committed capital projects within programme, budget and quality framework		Strategic		6, Enabling		Senior Vice Principal		Project Sponsors		8

		2011-13		Failure to embed culture of Carbon Management		Regulatory		6, Enabling		Secretary to the University		0		8

		2011-14		Failure to maintain or generate overall level of cash required to meet Strategic Objectives		Financial		2, Research & Knowledge Exchange; 4, Internationalisation; 6 Enabling		Senior Vice-Principal		0		24

		2011-15		Failure to improve International profile impacting on student recruitment and research performance		Strategic		 4, Internationalisation		Vice-Principal
(Internationalisation)		0		15

		2011-16		Revocation of Border Agency License:  Students		Regulatory		1, Learning & Teaching		Secretary to the University		0		10
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Risk Map

				Risk Map

		Serial		Description		Impact		Likelihood		Green Impact		Green Likelihood		Yellow Impact		Yellow Likelihood		Red Impact		Red Likelihood

		2011-01		Long term loss of key asset in the Estate		4		1		20411-1		1		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A

		2011-02		Interruption to Key Utilities		4		2		20211-2		3		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A

		2011-03		Inability to recruit and retain high-calibre staff		5		5		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		20511-3		5

		2011-04		Absence of key staff due to illness such as stress		3		4		ERROR:#N/A		ERROR:#N/A		20311-4		4		ERROR:#N/A		ERROR:#N/A

		2011-05		Revocation of Border Agency License:  Staff		5		2		ERROR:#N/A		ERROR:#N/A		20511-5		2		ERROR:#N/A		ERROR:#N/A

		2011-06		Risk of Death or Serious Injury		5		1		20511-6		1		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A

		2011-07		Long-term loss of IT infrastructure		6		2		ERROR:#N/A		ERROR:#N/A		20611-7		2		ERROR:#N/A		ERROR:#N/A

		2011-08		Loss of Business-Critical Data		4		4		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		20411-8		4

		2011-09		Failure to improve Research performance compared to competitors		5		4		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		20511-9		4

		2011-10		Failure to meet student expectations		2		3		20211-1		3		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A

		2011-11		Failure to achieve optimum student population mix:  PGT / PGR / International / UG		5		3		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		2511-11		3

		2011-12		Failure to complete committed capital projects within programme, budget and quality framework		4		2		ERROR:#N/A		ERROR:#N/A		2411-12		2		ERROR:#N/A		ERROR:#N/A

		2011-13		Failure to embed culture of Carbon Management		2		4		ERROR:#N/A		ERROR:#N/A		2211-13		4		ERROR:#N/A		ERROR:#N/A

		2011-14		Failure to maintain or generate overall level of cash required to meet Strategic Objectives		4		6		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		2411-14		6

		2011-15		Failure to improve International profile impacting on student recruitment and research performance		5		3		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		2511-15		3

		2011-16		Revocation of Border Agency License:  Students		5		2		ERROR:#N/A		ERROR:#N/A		2511-16		2		ERROR:#N/A		ERROR:#N/A





















































Risk Map
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Likelihood



Probability and Likelihood

		Impact and Likelihood								Used for scoring Gross and Net Risks

												Measurement of Impact

										People		Injuries or ailments not requiring medical treatment.		Minor injury or First Aid Treatment Case.		Serious injury causing hospitalisation or multiple medical treatment cases.		Life threatening injury or multiple serious injuries causing hospitalisation.		Death or multiple life threatening injuries.		Multiple Deaths and Serious Injury

										Reputation		Internal Review		Scrutiny required by internal committees or internal audit to prevent escalation.		Scrutiny required by external committees or ACT Auditor General’s Office, or inquest, etc.		Intense public, political and media scrutiny. Eg: front page headlines, TV, etc.		Consistent National Media and Or Inquiry		Government or Commission of inquiry or adverse national media.

										Business Process & Systems		Minor errors in systems or processes requiring corrective action, or minor delay without impact on overall schedule.		Policy procedural rule occasionally not met or services do not fully meet needs.		One or more key accountability requirements not met. Inconvenient but not student welfare threatening.		Strategies not consistent with Government’s agenda. Trends show service is degraded.		Widespread Systems failures and client complaints		Critical system failure, bad policy advice or ongoing non-compliance. Business severely affected.

										Financial		<100k		£101k-£500k		£501k-£1m		£1m-£5m		£5m-£15m		>£15m

												1		2		3		4		5		6

												Negligible		Measurable		Significant		Highly Significant		Major		Severe

		Likelihood		>1 in 10		Almost Certain		The event is expected to occur or occurs regularly (highly likely chance)		6		6		12		18		24		30		36

				1 in 10 - 100		Likely		The event will probably occur (significant chance)		5		5		10		15		20		25		30

				1 in 100 – 1,000		Possible		The event may occur (realistic chance)		4		4		8		12		16		20		24

				1 in 1,000 – 10,000		Low		The event could occur (moderate chance)		3		3		6		9		12		15		18

				1 in 10,000 – 100,000		Unlikely		The event may occur in certain circumstances (remote chance)		2		2		4		6		8		10		12

				< 1 in 100,000		Remote		The event is not foreseen to occur or may occur in exceptional circumstances (very remote chance)		1		1		2		3		4		5		6





Ability to Manage

						Used for assessment of Current Controls

		Ability to Manage



		Weighting		Description		Explanation

		1		Unmanageable external risk		Organisation has (essentially) no ability to influence the risk or its consequences e.g. introduction of new general legislation

		2		External risk with limited ability to manage		Organisation has only limited ability to influence the risk or its consequences e.g. introduction of changes to fire service at national level

		3		External risk with significant ability to manage		Organisation can influence the impact and/or likelihood of occurrence e.g.arson, computer hacking

		4		Internal risk that is not fully manageable		Organisation can largely influence the impact and/or likelihood of occurrence e.g. staff retention, machinery breakdown

		5		Internal risk that is essentially fully manageable		Organisation can wholly influence the impact and/or likelihood of occurrence e.g. overspend/delay on project execution



		Effectiveness of Current Controls



		Weighting		Description		Explanation

		1		Excellent		Mitigation measures at or above global best practice level (independently assessed)

		2		Good		Good mitigation measures in place, regularly reviewed and good knowledge by all in activity

		3		Average		Formal mitigation measures in place, or part of Standard Operating Procedures

		4		Poor		Miminum, or legal minimum mitigation measures in place

		5		No Mitigation		No or negligible formal mitigation measures in place







2011-01

		Risk Action Plan

		Date:		Mar-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Long term loss of key asset in the Estate						Category						Financial

												Operational



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Director of Estates		Director of Estates				6 months		6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						6				5		30

				This is likely to occur due to:  poor maintenance, vandalism, breach of security, fire or flooding and would result in the loss of a building for an extended period













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				5		5

						Effectiveness of current controls				1

				Description of Activity						Comments

				Planned Preventative Maintenance Programme
Robust Security Arrangement
Alarm system in place
Robust security systems
Fire Alarm and Sprinklers
Insurance						Business Continuity Arrangements are being finalised 95% Complete











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						4				1		4



				Review Date		Wednesday, 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-02

		Risk Action Plan

		Date:		Mar-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Interruption to Key Utilities						Category						Financial

												Operational



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Director of Estates		Director of Estates				6 months		6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						4				3		12

				Loss of gas, electricity or water for an extended period of time (over 1 week)













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				2		4

						Effectiveness of current controls				2

				Description of Activity						Comments

				Resilient infrastructure
Dual fuel supplies to CHP Unit at Kings campus
Standby generators to key buildings
Utility emergency response procedures
Business Continuity Planning











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion





				New CHP at Foresterhill













				Revised Risk Assessment		Impact				Likelihood		Risk Score

						4				2		8



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-03

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Inability to recruit and retain high-calibre staff						Category						Financial

												Operational



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Senior Vice-Principal						6 months		4, Internationalisation; 6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						5				5		25

				In terms of academic staff, the University is almost at the point of having a recruitment freeze, while other Universities are recruiting aggressively.  There has been a "successful" voluntary severance scheme in respect of reducing numbers of administrative staff, but there is a risk that those who remain are under additional pressure.  See also Risk 2011-04 relating to absences and stress.  Link to Key Performance Indicator:  Staff Voluntary Turnover, Benchmark 8.5%













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				2		4

						Effectiveness of current controls				2

				Description of Activity						Comments

				Robust recruitment policies and procedures
Leadership programmes
Management development building capacity						Final approval of policies, e.g. on redundancy, slowed down / blocked by Trades Unions.











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						5				5		25



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-04

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Absence of key staff due to illness such as stress						Category						Financial

												Operational



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Director of Human Resources						6 months		6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						4				4		16

				Overload on individual members of staff, exacerbated by recruitment freeze / existing structures.
Inability to cope with change.
Link to Key Performance Indicator:  Cost of sickness absence:  working days lost per employee per annum, Benchmark 6













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				3		9

						Effectiveness of current controls				3

				Description of Activity						Comments

				Actions arising from Internal Audit Report on Staff Absence Management, 09-06
Stress awareness training
Business Continuity Plans
Succession planning
Occupational Health referrals and self-referrals
Counselling Service / Chaplain
Mentoring						"Fit notes" will increase numbers of staff at work who should not be at work (from 6 April).











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						3				4		12



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-05

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Revocation of Border Agency License:  Staff						Category						Financial

												Regulatory



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Director of Human Resources						6 months		6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						5				2		10

				Human Resources have robust policies and procedures relating to recruitment of staff from overseas.  However, a risk remains due to "off-line" (without involving HR) recruitment by Schools.













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				1		2

						Effectiveness of current controls				2

				Description of Activity						Comments

				See:  Internal Audit report on Staff Work Permit and Visa Management Scheme, Report 09-01, which has made relevant recommendations, which HR and the Colleges have undertaken to implement to an agreed timescale.
Awareness-raising in Colleges and Schools						Internal Auditor will review implementation of recommendations after one year (before June 2011)











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						5				2		10



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-06

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Risk of Death or Serious Injury						Category						Financial

												Operational



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Principal						6 months		6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						6				2		12

				Risk of serious injury or death of staff / contrctors / students etc whilst on Campus or University Business.  Link to Key Performance Indicator:  The rate of accidents per 1000 staff reported to the Health and Safety Executive / Aberdeen City Council, Benchmark 2.5













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				2		4

						Effectiveness of current controls				2

				Description of Activity						Comments

				Health and Safety Team in place with robust policies and procedures, rolled out across the University with special attention to high risk activities such as laboratory-based work.











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						5				1		5



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-07

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Long-term loss of IT infrastructure						Category						Financial

												Operational



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Director of Information Technology						6 months		6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						6				2		12

				Two key risks:  loss of enterprise data centres (not individual classrooms) and loss of network topology, through fire / flooding / vandalism / virus etc.  (Loss of e.g. a classroom is not a University-level risk.)













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				5		10

						Effectiveness of current controls				2

				Description of Activity						Comments

				Business Continuity Plan.  Establishment of distributed data centres (not completely resilient at present).  Planned preventative maintenance programme.  Information Security Policy and robust management of administrative connection to and use of Local Area Network (LAN).











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						6				2		12



				Review Date		Wednesdy 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-08

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Loss of Business-Critical Data						Category						Financial

												Strategic



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Director of Information Technology						6 months		6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						4				5		20

				Includes inappropriate access to sensitive data, due to staff use of insecure external media (USB sticks etc), loss of a lap-top, transmission of sensitive data via email.













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				4		16

						Effectiveness of current controls				4

				Description of Activity						Comments

				Roll-out of training on Information Security and data handling, in support of current policies.
General staff awareness-raising activities.  Appointment of Data-Handling Advisers in Colleges and administrative areas.











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						4				4		16



				Review Date		Wednesdy 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-09

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Failure to improve Research performance compared to competitors						Category						Financial

												Strategic



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Vice-Principal
 (Research & Commercialisation)						6 months		2, Research & Knowledge Exchange; 3, Interdisciplinary Research Themes



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						5				4		20

				Loss of income to competitors and reduced Research Council and Scottish Govt funding is only one factor - the greater risk is about positioning in League Tables and the associated reputational risks.  Our aim is to be more successful in achieving Research Grant awards than our competitors.













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				2		4

						Effectiveness of current controls				2

				Description of Activity						Comments

				Monthly Management Returns; monitoring by CRIGC; peer review of research grant applications; mentoring
Marketing
Publications
Networking with funding bodies











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						5				4		20



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-10

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Failure to meet student expectations						Category						Financial

												Strategic



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Vice-Principal
(Learning & Teaching)						6 months		1, Learning & Teaching



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						2				3		6

				PR damage to reputation due to low employability of graduates compared to competitors.  This is a current KPI and Strategic target.













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				2		8

						Effectiveness of current controls				4

				Description of Activity						Comments

				Is this a risk?  We are at 78%, so not hitting target, but insignificant effect on League Tables, reputation etc
Curriculum Reform Initiatives











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						2				3		6



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-11

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Failure to achieve optimum student population mix:  PGT / PGR / International / UG						Category						Financial

												Strategic



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Secretary to the University						6 months		1, Learning & Teaching; 4, Internationalisation



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						5				5		25

				This is the headline risk, covering League Tables, Funding / Clawback issues.  Current Strategic target 1:  Population 13,000 (already achieved); linked to KPIs: Inst Position
Res 2
Teaching (All)
Widening Access













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				3		9

						Effectiveness of current controls				3

				Description of Activity						Comments













				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						5				3		15



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-12

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Failure to complete committed capital projects within programme, budget and quality framework						Category						Financial

												Strategic



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Senior Vice Principal		Project Sponsors				6 months		6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						5				5		25

				The whole of the capital plan is included within the University's 10-year plan, and therefore the budgets are under the control of the Operating Board, via the Capital Expenditure Committee and individual Project Boards.  Projects are managed internally and externally by experienced professionals, with regular review of programmes / phasing / value for money.  However, there remains an element of uncertainty:  sub-contractors could go bankrupt; weather conditions could adversely impact upon programme; sub-contractors could fail to deliver expected quality standards.  Without mitigating actions, the potential financial loss to the University would be in the order of £160m over the next 10 years.













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				5		10

						Effectiveness of current controls				2

				Description of Activity						Comments

				External and Internal project managers; Monthly reporting; regular Project Board meetings at both strategic and operational levels; establishment, review and monitoring of project-level Risk Registers.











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						4				2		8



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-13

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Failure to embed culture of Carbon Management						Category						Financial

												Regulatory



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Secretary to the University						6 months		6, Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						3				5		15

				There are two strands to this risk:  one concerns the imperative to reduce the University's CO2 emissions; the other concerns the need for improved energy efficiency.  The University has signed up to the Carbon Reduction Commitment, a 5-year pledge to reduce carbon emissions.  Doing well in the resultant "League Table" would lead to financial benefits in the order of £120k; doing poorly could result in a £50k fine in the first instance.  This is also a reputational risk.  A bigger issue is the long term financial risk posed by rising energy costs if we do not improve our energy efficiency.  Our internal auditors have recently undertaken a review of carbon management, with a final report expected shortly (January 2011).













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				3		12

						Effectiveness of current controls				4

				Description of Activity						Comments

				The University introduced a Carbon Management Plan in April 2010, with actions to be monitored by the Environment Office.  If there is a genuine institutional commitment to change attitudes and behaviours in respect of energy consumption, the University has great potential to improve.  This requires better communication of the issues and "buy in" at all levels of the organisation.  The indentification of local Environmental Champions was a first step, but this scheme is entirely voluntary.  Actions resulting from recommendations in the Internal Audit report on Carbon Management should provide improvement opportunities.











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						2				4		8



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-14

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Failure to maintain or generate overall level of cash required to meet Strategic Objectives						Category						Financial

												Financial



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Senior Vice-Principal								2, Research & Knowledge Exchange; 4, Internationalisation; 6 Enabling



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						6				6		36

				The Government has indicated that there will be cuts in public sector funding, but their exact size and nature have yet to be announced.  The sum at risk is in the order of £14m to £18m over the next 4 years, alongside changes to VAT and Pension funding arrangements.  The full extent of the risk is as yet unknown, and is outwith our control.













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				3		6

						Effectiveness of current controls				2

				Description of Activity						Comments

				The University is undertaking scenario planning.  Strategic Transformation is a key feature of the Strategic Plan.  Mitigating actions include:  short-term cuts; voluntary severance scheme; efficiencies; removal of "new" items from the Capital Plan, resulting in reduced borrowing needs.  Having been given advanced warning of cuts, the University is in a good position to make adequate provisions to mitigate against their likely effects.  Development Trust monitors progress against fundraising targets, which are adjusted as necessary and mitigating actions in place.  Focus is shifting to fundraising for revenue rather than capital projects - studentships etc.











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						4				6		24



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-15

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Failure to improve International profile impacting on student recruitment and research performance						Category						Financial

												Strategic



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Vice-Principal
(Internationalisation)						6 months		 4, Internationalisation



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						5				4		20

				International student recruitment and our International research profile is increasingly important in both financial and reputational terms.













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				2		4

						Effectiveness of current controls				2

				Description of Activity						Comments

				Detail required











				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						5				3		15



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review





2011-16

		Risk Action Plan

		Date:		Jan-11								Back to Risk Register						Operational

																		Regulatory

																		Strategic

				Risk Description / Category		Revocation of Border Agency License:  Students						Category						Financial

												Regulatory



				Risk Owner		Risk Manager				Review Period		Linked Strategic Objectives

				Secretary to the University						6 months		1, Learning & Teaching



				Risk Background and Initial Risk Assessment		Impact				Likelihood		Risk Score

						5				2		10

				With increasing reliance on attracting students from overseas, adherence to the terms of the UK Border Agency License becomes critical.













				Current Controls						Potential for further mitigation/ control improvement

						Ability to Manage				1		2

						Effectiveness of current controls				2

				Description of Activity						Comments













				 Current actions		Priority		Difficulty		Specific Responsibility		Target Completion



















				Revised Risk Assessment		Impact				Likelihood		Risk Score

						5				2		10



				Review Date		Wednesday 01 June 2011



				Newly recommended actions 		Priority		Difficulty		Specific Responsibility		Target Completion



















				Notes

				1. The risk description will automatically copy from the Risk Register

				2. The risk category is drawn from the SORF listing - see procedures

				3. The Risk Owner is the person charged with the responsibility for managing the risk

				4. The review period is the frequency of review, this will vary by the severity and volatility of the risk - the more risky the more frequent

				5. The initial impact and likelihood is based on the University's Risk Matrix - see procedures. The score is automatically calculated. It is the risk
before any mitigating procedures

				6. The potential for mitigation or control improvement is based on the assessment of the extent to which the University has control and effectiveness of current controls. See the risk management procedures which contain the 2 matrices. The score is automatically calculated.

				7. The current controls are those currently in place, the comments section enables the risk owner to state what extra might be done

				8. Current actions are those in progress, but may not be complete

				9. The revised risk assessment is based on the impact that mitigating actions will have on either impact / likelihood or both. The score is autocalculated.

				10. Newly recommended actions would come out of the review
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4   ROLES AND RESPONSIBILI TIES  

O PERATING  B OARD   Requires assurance of the effectiveness of  the University’s Risk Management  processes and will routinely receive the  Risk Register  twice a year .   A UDIT  C OMMITTEE    Requires assurance of the effectiveness of  the University’s Risk Management  processes and will  positively  receive the  Risk   Register and regular reports from the  Risk Management Committee.    

R ISK  M ANAGEMENT  C OMMITTEE    Does not have “ownership” of risks but requires to receive assurance of the effectiveness of the  University’s Risk Management processes through retaining oversight of the Risk Register at  each of  its meetings , and  receiving reports on the Risk Management Process against agreed Key  Performance Indicators (KPIs) (Appen d ix XXX).  

U NIVERSITY  M ANAGEMENT  G ROUP   -   Will assume a more active role in respect of Risk Management and monitoring the University  Register of Strategic Risks.   -   Will receive re ports from College Executives and the Directors Group , the  RISK OWNERS ,   on  risks in their areas of responsibility.   -   Will have the power to add or remove risks from the University Register of Strategic Risks.    -   Will have Risk Management as a standing item on  its agenda.  

C OLLEGE  E XECUTIVES   }     D IRECTORS  G ROUP   }     Will hold responsibility for risk in their respective areas , reporting   to UMG as necessary, and  receiving reports from designated individuals on their constituent Schools/Departments/Sections.   It is  expected that some risks will cut across the boundaries of Colleges/Schools/Directorates.  

C OLLEGE  R EGISTRARS   Will hold responsibility of administrative co - ordination of risk in their Colleges to include:   -   The Role of RISK CHAMPIONS within Colleges;   -   Monitoring College - led mitigating actions in the University Register of Strategic Risks;   -   Updating the electronic, centrally - held University Register of Strategic Risks;   -   Receiving and disseminating feedback to and from Heads of Schools, Directors of Teaching &  Learning, and Directors of Research.  

U NIVERSITY  C OMMITTEES  /A DVISORY  G ROUPS   All University Committees  and Advisory Groups  will have risk as a standing item on their agendas.   Clerks will be responsible for notifying risks to contacts in their area (Director/Head of Colle ge, etc).  

I NDIVIDUALS    All members of staff are  responsible for the identification and investigation of risk in their areas,  reporting upwards through College Registrars/Directorate - designated individuals.    Line managers  will ensure that a ll members of staff  are aware of   the content of local and Strateg ic Risk Registers .  
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 (
College Registrars
Will hold responsibility of administrative co-ordination of risk in their Colleges to include:
The Role of RISK CHAMPIONS within Colleges;
Monitoring College-led mitigating actions in the University Register of Strategic Risks;
Updating the electronic, centrally-held University Register of Strategic Risks;
Receiving and disseminating feedback to and from Heads of Schools, Directors of Teaching & Learning, and Directors of Research.
) (
Individuals 
All members of staff are responsible for the identification and investigation of risk in their areas, reporting upwards through College Registrars/Directorate-designated individuals.
  Line managers will ensure that a
ll members of staff 
are aware of
 the content of local and Strategic Risk Registers
.
) (
University Committees 
/Advisory Groups
All University Committees 
and Advisory Groups 
will have risk as a standing item on their agendas.  Clerks will be responsible for notifying risks to contacts in their area (Director/Head of College, etc).
) (
College Executives
} 
Directors Group
} 
Will hold responsibility for risk in their respective areas
, reporting
 to UMG as 
necessary,
 and receiving reports from designated individuals on their constituent Schools/Departments/Sections.
It is expected that some risks will cut across the boundaries of Colleges/Schools/Directorates.
) (
University Management Group
Will assume a more active role in respect of Risk Management and monitoring the University Register of Strategic Risks.
Will receive reports from College Executives and the Directors Group
, the 
RISK OWNERS
,
 on risks in their areas of responsibility.
Will have the power to add or remove risks from the University Register of Strategic Risks. 
Will have Risk Management as a standing item on its agenda.
) (
Risk Management Committee 
Does not have “ownership” of risks but requires 
to receive
 assurance of the effectiveness of the University’s Risk Management processes through retaining oversight of the Risk Register at 
each of its meetings
, and receiving reports on the Risk Management Process against agreed Key Performance Indicators (KPIs) (Appen
d
ix XXX).
) (
Audit Committee 
Requires assurance of the effectiveness of the University’s Risk Management processes and will 
positively 
receive the Risk Register and regular reports from the Risk Management Committee.  
) (
Operating Board
Requires assurance of the effectiveness of the University’s Risk Management processes and will routinely receive the Risk Register 
twice a year
.
)4	ROLES AND RESPONSIBILITIES


